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REMOTELY DETECTABLE
TRANSPORTABLE GAME AND FISHING
ALARM SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This is a continuation of U.S. non-provisional patent
application Ser. No. 15/239,003, entitled “Remotely Detect-
able Transportable Game and Fishing Alarm System,” filed
Aug. 17, 2016, which is a non-provisional application based
upon U.S. provisional patent application Ser. No. 62/220,
968, entitled “Remotely Detectable Transportable Game and
Fishing Alarm System,” filed Sep. 19, 2015, the contents of
each of which are incorporated herein by reference.

FIELD

The present invention is directed to an alarm system and
more particularly to an alarm system well suited for outdoor
use that is capable of being operated with a plurality of
remotely located alarm sensors.

SUMMARY

The present invention is directed to an alarm system
formed of a portable master alarm system controller that can
be carried on the body of the user which wirelessly com-
municates with a plurality of remotely located sensor-
equipped base units paired with controller to form an alarm
system network. During alarm system operation, each base
unit monitors one or more of its sensors and broadcasts a
wireless alarm message to a controller upon occurrence of a
sensor detection event alarming the base unit when a base
unit sensor has been triggered. Receipt of a wireless alarm
message by controller causes a corresponding LED of one of
a plurality of LED-equipped control buttons assigned to the
alarming base unit during pairing to be activated to provide
a user with a visual alarm indicating which particular one of
the base units broadcast the alarm. Pressing of the button
whose LED is lit up not only preferably acknowledges
receipt of the wireless alarm message from the alarming
base unit assigned to the button with the lit up LED but also
turns off the lit up LED.

In a preferred alarm system, pressing a particular control-
ler button sends a wireless message to the particular base
unit assigned to the button during pairing that can poll the
particular base unit, such as to provide a wireless reply with
its status, that can reset the base unit, such as upon occur-
rence of an alarm so alarming base unit can resume normal
operation, and/or to instruct base unit remotely to perform a
predefined task. In one preferred method implementation,
pressing a specific controller button polls the particular base
unit assigned to the specific button during pairing causing
the polled base unit to wireless acknowledge the polling
request including by preferably providing a status and/or
lighting up in a light-outputting mode or local alarm light
outputting mode. In another preferred method implementa-
tion, pressing the specific controller button wirelessly com-
mands the particular base unit assigned to the specific button
during pairing to operate in a light-outputting mode that
preferably is a flashlight mode that illuminates an area
surrounding the base unit. Such commands may advanta-
geously allow providing a confirmation that the controller is
still in range. In addition, such commands may advanta-
geously allow locating the base unit in difficult viewing
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2

conditions such as at night. Most logic for pairing decision
making may be implemented by particular base units.

In a method of pairing a base unit with controller, a
user-initiated pairing request from an unpaired base unit
initiates a pairing procedure of the controller that outputs a
pairing mode alarm or user-perceptible pairing mode signal
that a user can hear or feel prompting the user to press a
desired specific one of the controller buttons the user wishes
to assign the base unit undergoing pairing so that a specific
button remotely controls operation of the base unit after
pairing is finished. When the user presses the desired spe-
cific one of the controller buttons to be assigned thereafter
to the particular base unit being paired, a base unit pairing
confirmation message is sent from the controller to the base
unit undergoing pairing. The base unit pairing confirmation
message may contain an identifier that is unique to the
controller (or unique to the alarm system network or alarm
system being formed by pairing) along with a unique device
identifier or device number corresponding to the identifier or
number of the specific button pressed by the user that is
thereafter assigned to the paired base unit.

In a method of interacting with the base unit paired with
the controller, thereafter pressing the specific button
assigned to the particular base unit can be done to poll the
particular base unit, to acknowledge receipt of an alarm
message from the particular base unit, to clear an alarm of
the particular base unit, as well as to command the particular
base unit to perform a task such as preferably activating a
flashlight of the base unit thereby providing a beacon visible
to a person or animal within line of sight thereof. Where it
is desired to un-pair a base unit paired with controller, a
user-initiated pairing erase procedure can be carried out that
erases the alarm system identifier and device identifier or
device number from memory storage onboard the base unit
thereafter permitting the unpaired base unit to be paired with
a different controller of a different alarm system of the
invention.

In a method of power-conserving operation, the controller
and each base unit have a wireless communications system
configured to operate in an ultralow power mode where the
communications system alternately cycled between a signal
detection mode listening for a wireless message with a
packet having a valid preamble used to lock onto a wireless
message containing signal and a power-reserving mode
where the communications system preferably is put in sleep
mode until a valid preamble is detected or an interrupt
related to some other non-communications aspect of opera-
tion is generated that needs to be handled. Where a valid
preamble of an incoming wireless message packet is
detected while in signal detection mode, the wireless com-
munications system is taken out of ultralow power mode and
put full time in receive mode to receive each packet of the
wireless message until receipt of the message is acknowl-
edged. After any action tasked to be carried out by the
received message is completed, the wireless communica-
tions system preferably is returned to ultralow power mode.
Where an interrupt is generated by occurrence of some other
non-communications related aspect of operation, an inter-
rupt handling routine is carried out along with any procedure
initiated as a result before returning to ultralow power mode
operation.

In one aspect, a clear switch membrane type keyboard or
keypad may be used so that an illuminated LED may be
visible beneath the membrane of the controller. The LED
may be flashed to correspond to a button number for an
alarm. Also, the master controller may be put into a lower
power mode, or may be turned off when not in use, to
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thereby conserve battery power. This could be done, for
example, by holding two buttons down for 3 seconds. An
LED may illuminate when pushed to show a user if the
master controller is in fact on.

These and other objects, features and advantages of this
invention will become apparent from the following detailed
description of the invention and accompanying drawings.

DRAWING DESCRIPTION

One or more preferred exemplary embodiments of the
invention are illustrated in the accompanying drawings in
which like reference numerals represent like parts through-
out and in which:

FIG. 1 is a schematic diagram of an alarm system of the
present invention formed of a plurality of sensor-equipped
remotely located base units paired with a user-operated
master controller to form an alarm system network;

FIG. 2 is top plan view of a first preferred embodiment of
a portable master controller of the alarm system equipped
with light-up manipulable controls with the master control-
ler configured to be carried on the body of an alarm system
user, to provide a user-perceptible alarm upon occurrence of
a sensor detection event, and to be operated while being
hand held by user;

FIG. 3 a top plan view of a second preferred embodiment
of a portable hand-held master controller equipped with a
pair of light emitting diodes used by master controller to
provide user feedback regarding alarm system operation
during alarm system operation;

FIG. 4 a top plan view of a third preferred embodiment of
another portable hand-held master controller equipped with
a display screen that preferably is a touchscreen configured
to facilitate user control of alarm system;

FIG. 5 is a top plan view of a preferred embodiment of a
circuit board of the master controller;

FIG. 6 is a schematic diagram of a preferred master
controller control circuit;

FIG. 7 is a circuit schematic of an electrical power
distribution circuit of the master controller used to distribute
electrical power to the master controller control circuit;

FIG. 8 is a circuit schematic of a preferred user interface
circuit of the master controller depicting a plurality of
branches each having switch of each user manipulable
control connected in series with a light emitting diode with
all of the branches tied together at a processor controlled
virtual ground;

FIG. 9 is a circuit schematic of a preferred driver circuit
configured to operate higher power consuming user-percep-
tible indicator(s) of the master controller;

FIG. 10 is a diagram of a first preferred digital data packet
and packet format used in wireless messages of the alarm
system,

FIG. 11 is a diagram of a second preferred digital data
packet and packet format used in wireless messages of the
alarm system;

FIG. 12 is a top perspective view of a first preferred
embodiment of a sensor-equipped base unit configured for
monitoring one or more sensors and causing one of a local
and remote alarm to be provided upon base unit detecting
occurrence of a sensor detection event where a sensor being
monitored by the base unit is triggered;

FIG. 13 is a top perspective view of a preferred base unit
control circuit board;

FIG. 14 is a schematic diagram of a preferred base unit
control circuit;
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FIG. 15 is top front left side perspective view of a second
preferred embodiment of a sensor-equipped base unit having
an enclosure configured to carry a sensor and also enable the
base unit to be stably rested on a flat surface, removably
mounted in a receptacle, or fixed to an object;

FIG. 16 is a rear left side perspective view of the base unit
of FIG. 15 illustrating a light distributor of the base unit
preferably disposed opposite the sensor;

FIG. 17 is a top plan view of the base unit of FIG. 15 with
the enclosure substantially transparent for clarity in illus-
trating assembly and mounting details of the enclosure along
with arrangement of components inside the enclosure;

FIG. 18 is an exploded rear right perspective view of the
base unit of FIG. 15;

FIG. 19 is a side elevation view of a base unit configured
as a fish strike monitor mounted to a fishing apparatus that
is an ice fishing tip-up armed ready to alarm when a fish
strikes;

FIG. 20 is a top fragmentary enlarged view of the fishing
apparatus and fish strike monitor of FIG. 19 illustrating a
sensor trigger magnet releasably magnetically seated in a
magnetic sensor arming magnet seat ready to be triggered
upon sensing a fish strike;

FIG. 21 illustrates a fragmentary top plan view of the
fishing apparatus and fish strike monitor of FIG. 19 showing
a preferred magnetic sensor arming magnet seat with the
trigger magnet seated on the seat;

FIG. 22 is a side elevation view of the fishing apparatus
and fish strike monitor of FIG. 19 after being triggered by a
fish strike;

FIG. 23 is a fragmentary enlarged perspective view of the
fishing apparatus and fish strike monitor after a fish strike
has triggered a sensor of the fish strike monitor by unseating
the trigger magnet from magnetic sensor arming magnet
seat;

FIG. 24 is a first flowchart diagram illustrating a preferred
method of master controller operation;

FIG. 25 is a second flowchart diagram illustrating a
preferred method of polling mode base unit operation; and

FIG. 26 is a third flowchart diagram illustrating a pre-
ferred method of non-polling mode base unit operation.

Before explaining one or more embodiments of the inven-
tion in detail, it is to be understood that the invention is not
limited in its application to the details of construction and
the arrangement of the components set forth in the following
description or illustrated in the drawings. The invention is
capable of other embodiments, which can be practiced or
carried out in various ways. Also, it is to be understood that
the phraseology and terminology employed herein is for the
purpose of description and should not be regarded as lim-
iting.

DETAILED DESCRIPTION

FIG. 1 illustrates a schematic diagram of an alarm system
20 constructed in accordance with the present invention that
is well suited for use in remote sensing applications, includ-
ing long range remote sensing applications, including out-
door and cold weather sensing applications. Alarm system
20 has a master controller 22 that wirelessly communicates
with at least one sensing base unit 24a, 245, 24c, 24d, 24e,
24f, or 24g remotely located from the master 22 after being
wirelessly paired with the master 22. A plurality of base
units 24a, 24b, 24c, 24d, 24e, 24f, and/or 24g can be paired
with master 22 to form a wireless network 26 of the alarm
system 20 configured such that only paired members 22,
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5
24a, 24b, 24c, 24d, 24e, 24f, and/or 24g of the alarm system
20 can wirelessly communicate with one another.

As discussed in more detail below, master 22 and base
units 24a, 245, 24c, 24d, 24e, 24f, and/or 24g form an alarm
system 20 of the present invention that is easy to setup,
simple to operate, lightweight, durable, and preferably
weatherproof enabling outdoor use. Master 22 and base
units 24a, 24b, 24c, 244, 24e, 24f, and/or 24g use a common
wireless communications systems and low bandwidth wire-
less communications protocol formed of minimal data con-
taining packets to minimize power usage while ensuring
reliable long range bidirectional wireless communications
between members of network 26 including at distances of
greater than 1 mile (1.6 kilometers) therebetween. Master 22
and base units 24a, 245, 24c, 24d, 24e, 24f, and/or 24g, in
particular, are well suited for outdoor, all-weather use being
powered by an economical power source, preferably by one
or more batteries, operable at below 0° Fahrenheit operating
temperatures.

As discussed in more detail below, such an alarm system
20 constructed in accordance with the present invention is
not only well suited for many different types of alarm,
detecting and monitoring applications, alarm system 20 is
particularly well suited for use in outdoor alarm, monitoring
and detecting applications, including hunting, fishing, game
monitoring, trap and trapline monitoring, bait monitoring
and other outdoor alarm, monitoring and detecting applica-
tions.

Alarm System Overview

An alarm system 20 constructed in accordance with the
present invention has at least one master controller 22 and at
least one sensing base unit 24a-24g, each of which prefer-
ably is sensor equipped and paired with the master controller
22 in forming wireless alarm system network 26 where each
paired base unit 24a-24g communicates via a respective
wireless link 28a, 285, 28¢, 28d, 28¢ and 28f, preferably
bidirectional wireless link 28a, 285, 28¢, 28d, 28¢ and 28f,
exclusively only between the paired master controller 22 and
each paired base unit 24a-24g during use and operation of
alarm system 20. In use, each base unit 24a-24g is placed at
a desired location by a person who is a user of the alarm
system 20 remote from master 22 that can range in distance
from as little as one foot away from master 22 to greater than
one mile or even farther from master 22. During alarm
system operation, each base unit 24a-24g substantially con-
tinuously monitors for occurrence of a sensor detection
event, preferably by monitoring for occurrence of an inter-
rupt generated when a sensor detection event occurs, and
wirelessly links with master controller 22 sending a wireless
sensor detection event message to controller 22 when a
sensor detection event interrupt is generated upon occur-
rence of a sensor detection event.

As discussed in more detail below, sensor detection event
message preferably includes data identifying a base unit
identifier, e.g. base unit ID, device number, or DEV NUM,
of the particular base unit 24a-24g that experienced the
sensor detection event thereby enabling master 22 to com-
municate to user the identity of the particular base unit
24a-24¢ that transmitted the wireless sensor detection event
message. Each base unit 24a-24g can also be configured to
wirelessly link with master 22 and communicate other types
of messages, including in response to master 22 wirelessly
linking with a particular one or more of base units 24a-24g,
such as to poll one or more base units 24a-24g in its network
26.

25

30

40

45

50

6

While an alarm system 20 constructed in accordance with
the invention can have only a single master controller 22 and
only a single base unit, e.g., base unit 24a, alarm system 20
typically has at least one master 22 and at least a plurality of
base units 24a-24g paired with the master 22 forming an
alarm system network 26 of the present invention. An alarm
system 26 of the present invention has at least a plurality of
alarm system network members 22, 24a-24g, preferably
having at least a plurality of pairs, i.e., at least three, of alarm
system network members 22, 24a-24g, paired in a manner
that ensures wireless communication from any communi-
cating network member 22 and/or 24a-24g is only acted
upon by another network member 22 and/or 24a-24g.

While a preferred alarm system 20 has one master con-
troller 22 and between one and six base units 24a, 245, 24c,
24d, 24e, and/or 24f, an alarm system 20 in accordance with
the present invention can have seven base units 24a-24g,
such as depicted in FIG. 1, or even more base units if desired
paired as described in more detail herein to form an alarm
system network 26 of the present invention. A particularly
preferred alarm system 20 is formed of a single master
controller 22, at least a plurality of pairs, i.e., at least three,
of the base units 24a-24g, and preferably about six base
units 24a-24g, paired therewith to produce an alarm system
network 26 of the present invention having at least a
plurality of pairs, i.e., at least three, of paired members 22,
24 that wirelessly communicate with one another during
alarm system and alarm system network operation.

As discussed in more detail below, master controller 22 is
configured to output a user-perceptible alarm to alarm sys-
tem user in the form of a user perceptible indication, e.g.,
user perceptible output detectible by master controller user,
when one of base unit(s) 24a-24g wirelessly signals master
22 occurrence of a detection event experienced by the
wirelessly signaling base unit. Such user perceptible
output(s) can be and preferably are in the form of one or
more of an audible alarm, a vibratory alarm and/or light(s),
e.g., LED(s), which can flash or pulse in providing a user
perceptible alarm. As also discussed in more detail below,
each base unit 24a-24g is operatively connected to at least
one sensor and configured to wirelessly signal the master 22
of occurrence of a sensor detection event when the sensor of
the signal base unit 24a-24g is triggered.

As also discussed in more detail below, a preferred alarm
system 20 employs a master controller 22 which, in one
aspect, may be portable, and moreover easily transportable,
enabling controller 22 to be carried by user during alarm
system operation enabling user to be notified via issuance of
sensor detection event alarm outputted by controller 22 upon
controller 22 receiving a sensor detection event message
from one of the base units 224-22g. Such a preferred alarm
system 20 can and preferably does also employ at least one
sensing base unit, e.g., one or more of base units 24a-24g,
which also is of portable and preferably of transportable
construction enabling such a portable and/or transportable
base unit to be moved from place to place and used where
needed. As also discussed in more detail below, one pre-
ferred sensing base unit embodiment is not just portable and
transportable but also configured for removable detachment
enabling such a sensing base unit to be removably attached
to one of a plurality of devices sought to be monitored by
user.

Master Controller

FIGS. 2-4 illustrate preferred embodiments ofa master
alarm system controller 22a-22¢, constructed in accordance
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with the present invention, at least one of which preferably
is pocket-sized, e.g., has a size small enough to fit in a user’s
pants pocket, and even more preferably is of hand-held
construction, thereby enabling a user of the alarm system 20
to carry master controller 22a-22¢ on their person or body
during alarm system use and operation. To facilitate sub-
stantially constant user monitoring of alarm system 20
during alarm system operation, such a master controller
22a-22¢ preferably is not only portable but transportable as
controller 22a-22¢ preferably is carried by alarm system
user, e.g., disposed onboard user, enabling user to be notified
by controller 22a-22¢ substantially simultaneously upon
controller 22a-22¢ receiving sensor detection event message
from a base unit 24a-24g experiencing a sensor detection
event.

Such a preferred portable and transportable master con-
troller 22a-22¢ has a housing 30 sized small enough to fit in
a hand of the user, e.g., is palm-sized, and can be and
preferably is equipped with a connector 32, e.g. mounting
loop, to which a body mount 34, preferably an elongate
lanyard or strap 35 (FIG. 2), can be and preferably is
attached, such as via a coupler 36, e.g. a snap or other type
of coupler, enabling controller 22a-22¢, to be carried on the
person of alarm system user. Such a controller 22a-22¢
equipped with a body mount 34 preferably is body worn by
user during alarm system monitoring by user with the body
mount 34, preferably lanyard or strap 35, enabling the
controller 22a-22¢ to be attached around or suspended from
a body part, such as neck or wrist, of the user during alarm
system monitoring. Controller housing 30 is made of plastic,
another type of material, such as preferably a dielectric
material, and/or another material capable of permitting
radio-wave propagation therethrough, can be of multiple
piece construction, such as clamshell construction, which is
of snap-fit construction, snap-together construction, and/or
assembled using one or more fasteners (not shown).

One such preferred compact controller 22a¢-22¢ is not
only lightweight, preferably weighing less than about eight
ounces, but also can be and preferably is configured as a
palm-sized, hand-held, single hand-operated alarm system
master controller fob 38 that can be and preferably is body
worn by user during monitoring of alarm system 20 by user
during use and operation of alarm system 20. In one pre-
ferred embodiment, master alarm system controller fob 38
can be configured as a key fob 40 with connector 32 carrying
one or more house, vehicle or other keys (not shown) or
carrying a ring (not shown) such as of a keychain (not
shown) carrying one or more house, vehicle or other keys.
If desired, master controller fob 38 and/or 40 can include or
be configured with an integral flash memory drive, prefer-
ably USB flash drive, on which data can be and preferably
is stored pertaining to operation of alarm system 20, includ-
ing pertaining to operation of controller 22 and/or any one
of base units 24a-24g. Such preferred compact controller
embodiments shown in FIGS. 2-5 are oblong, e.g., generally
rectangular, and palm-sized one or more of which also can
be and preferably is configured as a manually operable
controller fob 38, including as key fob 40, which is operable
by a user using a single hand thereby enabling one-handed
control of the alarm system 20 including one-handed pairing
with each one of the sensing base units 24a-24g, one-handed
polling of each one of the base units 24a-24g, and, in
general, one-handed operation of alarm system 20 formed of
network 26 of controller 22a-22¢, e.g., master controller fob
38 and/or 40, and a plurality of base units 24a-24g. Even
when being used as key fob 40, such a controller fob 38 can
also be equipped with a body mount 34, e.g., strap or lanyard
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35, enabling master controller 22a-22¢ to be body worn even
when also carrying one or more house, vehicle or other keys.
Such compact controller embodiments thereby enable user-
perception of an alarm issued by controller 22a-22¢, includ-
ing when configured as fob 38 and/or 40, when a sensor
detection event message is received by controller 22a-22¢
from a sensor-triggered base unit 24a-24g of network 26
because controller fob 22a-22c¢ is body carried or even body
worn by user during alarm system use and operation.

Master controller 22a-22¢ has an interface 42, preferably
user interface 44, e.g. man-machine interface, that enables
an user-perceptible indication, e.g., alarm, to be provided to
user when controller 22a-22¢ is wirelessly activated upon
receiving a wireless sensor detection event signal from one
of sensor-equipped base units 24a-24g. As discussed in more
detail below, interface 42, preferably user interface 44, has
at least one user-perceptible indicator driven by controller
22a-22¢ to provide at least one type of user-perceptible
indication, e.g., alarm, upon wireless activation of controller
22a-22c¢ via wireless signal from one of base unit(s) 24a-24g
during alarm system operation.

At least one such user-perceptible indicator can be and
preferably is a multi-mode user-perceptible indicator with
master controller 22a-22¢ configured to cause indicator to
output one type or mode of user-perceptible indication to
user upon controller 22a-22¢ being wirelessly activated,
such as by a wireless signal from one of base units 22a-22g,
e.g., wireless signal detection event message received from
one of base units 22a-22g, and to cause indicator to output
another type or mode of user-perceptible indication to user
upon occurrence of another event, condition or status, e.g.,
status change, of controller 22a-22c¢. In addition, a controller
22a-22c¢ having one or more such user-perceptible indicators
usable or configurable as a multi-mode user-perceptible
indicator can be and preferably is configured, such as in
firmware and/or software, to cause at least one such indi-
cator to provide one type or mode of user-perceptible
indication to user upon wireless activation of controller
22a-22c¢ by a first one of base units 24a-24g, and another
type or mode of user-perceptible indication to user upon
wireless activation by a second one of base units 24a-24g,
including when first and second one of the base units
wirelessly activate controller 22a-22¢ at substantially the
same time.

Controller 22a-22¢ can be and preferably is configured,
such as in firmware and/or software, to cause one or more
such multi-mode user-perceptible indicators to output a first
type or mode of user perceptible indication upon controller
activation by a first one of the base units 24a-24g, a second
type or mode of user perceptible indication upon controller
activation by a second one of the base units 24a-24¢g, and a
third type or mode of user perceptible indication upon
controller activation due to occurrence of another event,
condition or status, e.g., status or condition change, of
controller. Controller 22a-22¢ can be and preferably is
further configured, in firmware and/or software, to cause one
or more such multi-mode user-perceptible indicators to
output a first type or mode of user perceptible indication
upon controller activation by a first one of the base units
24a-24¢g, e.g. due to a wireless sensor detection event
message therefrom, a second type or mode of user percep-
tible indication upon controller activation by a second one of
the base units 24a-24g, e.g. due to a wireless sensor detec-
tion event message therefrom, and/or a third type or mode of
user perceptible indication upon controller activation by a
third one of the base units 24a-24g, e.g. due to a wireless
sensor detection event message therefrom. Controller 22a-
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22¢ can be and preferably is even further configured, in
firmware and/or software, to cause one or more such multi-
mode user-perceptible indicators to output a first type or
mode of user perceptible indication upon controller activa-
tion by one of the base units 24a-24g upon occurrence of a
first type of event, e.g. occurrence of sensor detection event,
a second type or mode of user perceptible indication upon
controller activation by a one of the base units 24a-24g upon
occurrence of a second type of event, e.g. occurrence of
battery power low event requiring base unit battery replace-
ment, and/or a third type or mode of user perceptible
indication upon controller activation by one of the base units
24a-24g upon occurrence of a third type of event, e.g.,
occurrence of a reset-requiring event requiring user to reset
the base unit activating controller.

FIG. 2 illustrates a first embodiment of master controller
22a that can be equipped with a user-perceptible indicator 46
that is a user visually-perceptible indicator 48, such as a light
or lamp, e.g., a light emitting diode (LED) 50, which can
form part of user interface 44, such as by forming part of a
display interface 45, of master controller 22a. FIG. 3 illus-
trates a second embodiment of master controller 225 that can
be equipped with a plurality of spaced-apart user-perceptible
indicators 46, 52, each of which preferably is a visually-
perceptible indicator 48, such as a light or lamp, e.g., LEDs
50a, 505, one or both of which can form part of display
interface 45' of controller 2256. FIG. 4 illustrates a third
embodiment of master controller 22¢ that can be equipped
with a plurality of different types of user-perceptible indi-
cators 46, 60 with one of the indicators 46 being one type of
visually-perceptible indicator 48, such as a light or lamp,
e.g. LED(s) 50a and/or 505, and another one of the indica-
tors 60 being another type of visually perceptible indicator
61 that preferably is a display 54, such as a display screen
56, which can be a touchscreen 58, which can individually
or collectively form part or all of display interface 45" of
controller 22¢.

Where equipped with LED 50a and/or 505, master con-
troller 22a and/or 226 can be configured in firmware and/or
software to drive and thereby energize each LED 50a and/or
506 to (a) provide an indication of master controller opera-
tional status, e.g., master controller power on state, (b)
provide an indication of base unit operational status, e.g.,
base unit power state, (¢) provide an indication whether a
particular polled base unit 24a-24f"is located within wireless
communication range of master controller 22a-22¢, e.g.,
base unit polling state, (d) provide a visually-perceptible
indication when a wireless sensor detection event message
has been received from one of base units 24a-24f; e.g., (e)
provide visually-perceptible alarm to user of occurrence of
sensor detection event, and/or (f) provide a user visually-
perceptible indication of occurrence of another event, status
or condition of alarm system 20, including a change thereto.
Where master controller 22a-22c¢ is configured to drive and
thereby energize one or more of LEDs 50a and/or 505 to
provide user with a visually-perceptible indication in accor-
dance with any one of (a)-(f) above, controller 22a-22¢ can
be further configured in firmware and/or software to cause
each LED 50a and/or 505 to correspondingly turn on, light
up, flash, pulse, change brightness, change intensity, and/or
change color providing user with a user-perceptible indica-
tion, e.g., alarm, of occurrence of corresponding (a)-().

Where master controller 22¢ is equipped with an onboard
display 54 that includes a display screen 56 that can be a
touchscreen 58, controller 22¢ is configured in firmware or
software to cause display 54 to display at least one of one or
more visually-perceptible messages, e.g., message(s)
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formed of ASCII characters, one or more visually-percep-
tible icons, one or more visually-perceptible symbols, one or
more visually-perceptible graphics, one or more visually-
perceptible images, one or more visually-perceptible pic-
tures or any combination thereof upon controller 22¢ being
activated by an alarm-initiating event, such as by being
wirelessly activated by one of base units 24a-24g, such as
upon occurrence of a sensor detection event. Where con-
troller 22¢ is equipped with display 54, e.g. display screen
56 and/or touch-screen 58, controller 22¢ preferably is
configured, including in software and/or firmware, to oper-
ate display 56 as a user visually-perceptible indicator 61 in
a manner able to provide one of at least a plurality, prefer-
ably at least a plurality of pairs, i.e., at least three, of unique
visually-perceptible indication(s) when one or more of base
units 24a-24g has transmitted a wireless message commu-
nicating to controller 22¢ one or more of (a) occurrence of
a sensor detection event experienced by messaging base
unit, (b) a request for user inspection of the messaging base
unit, e.g., transmitting base unit needs battery replacement
or recharge, (c) a request for the messaging base unit to be
reset, (d) of a notification of a change in condition or status
of messaging base unit and/or (e) an indication that a base
unit 24a-24fis still in wireless communications range with
controller 22 including when the base unit 24a-24fis polled
by controller 22. Where equipped with display 54, display
54 preferably is configured to visually shown at least one of
a message, e.g., formed of one or more characters, e.g.,
ASCII characters, an icon or plurality of icons, a symbol or
plurality of symbols, a picture or pictures, a graphic or
plurality of graphics, a combination thereof, and/or another
type of visually displayable indicia, indication or message
visually perceptible by user being able to see same during
master controller use and operation including during occur-
rence of any one or more of (a)-(d) described above. Where
equipped with such a display 54, e.g., display screen 56
and/or touch screen 58, controller 22¢ can be in the form of
a smart phone, tablet, laptop, personal computer, personal-
digital-assistant, or another processor-equipped electronic
device capable of wireless communication, including wire-
less pairing, with one or more of base units 24a-24g and
configured, including in software and/or firmware, to oper-
ate in accordance with that described herein pertaining to
master controller 22a-22¢. In one aspect, one or more other
communication mechanisms may also be advantageously
utilized, such as Bluetooth, Bluetooth LE and/or Wi-Fi. In
addition, a smart phone, tablet or other mobile computing
device could be wirelessly connected to the system to
provide a display and/or other I/O.

Where controller 22a-22¢ is a dedicated or standalone
controller like that shown in FIGS. 2-5, controller 22a-22¢
preferably is equipped with an interface 42 that is a user
interface 44 that includes a hardware interface 62 formed of
at least a plurality, preferably at least a plurality of pairs, i.e.,
at least three, of user-manipulable controls 64a, 645, 64c,
64d, 64e, and/or 64f each preferably manipulable by a hand
of user while holding controller 22a-22¢ in that same
manipulating hand including while controller 224-22¢ is
body-worn or carried on the person of user. Each manipu-
lable control 64a, 64b, 64c, 64d, 64e and/or 64f can include
or be formed of a respective button 66a, 665, 66¢, 66d, 66¢
and/or 66/, which can be of depressible construction. Each
manipulable control 64a, 64b, 64c, 64d, 64e and/or 64f
preferably also includes a corresponding control-disposed
visually-perceptible indicator 49a, 495, 49¢, 49d, 49¢ and/or
49f carried by or disposed onboard respective control 64a,
64b, 64c, 64d, 64e, and/or 64f. Where each control 64a, 645,
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64c, 64d, 64e, and/or 64f is formed of or includes a corre-
sponding button 66a, 665, 66¢, 664, 66¢ and/or 66f, each
button 66a, 665, 66¢, 66d, 66¢ and/or 66f includes a corre-
sponding control-disposed visually-perceptible indicator
49a, 495, 49¢, 49d, 49¢ and/or 49f carried by or disposed
onboard respective control button 66a, 665, 66¢, 664, 66¢
and/or 66f. Such user-manipulable controls 64a-64f can be
and preferably is part of an onboard keyboard or keypad 65
of controller 22a-22c¢ that can be a membrane type keyboard
or keypad. In one aspect, a clear switch membrane type
keyboard or keypad may be used so that an illuminated LED
may be visible beneath the membrane.

Where master controller is not a dedicated or standalone
master controller 22a-22¢ like the embodiments shown in
FIGS. 2-5, master controller can be implemented in firm-
ware and/or software, including as a master controller app,
operable using a smart phone, personal digital assistant,
tablet, laptop computer, personal computer, or another pro-
cessor-equipped electronic device with such controls 64a-
64/ formed of or from part of a keypad or keyboard thereof.
Where such a processor-equipped electronic device is
equipped with a display that is or includes a touch screen,
such a master controller can be configured in firmware
and/or software, including as a master controller app, oper-
able using a smart phone, personal digital assistant, tablet,
laptop computer, personal computer, or another processor-
equipped electronic device with such controls 64a-64f con-
figured in firmware and/or software to be provided to master
controller user via touchscreen.

If desired, controller 22a-22¢ can have one or more other
types of user perceptible indicators, including an audibly-
perceptible indicator 72 (FIG. 6), e.g. audible indicator 72,
a tactile-perceptible indicator 78 (FIG. 6), e.g. tactile indi-
cator 78, or both an audibly-perceptible indicator 72 and a
tactile-perceptible indicator 78 in addition to or instead of
the one or more aforementioned visually-perceptible indi-
cators with such indicators 72 and/or 78, where present,
forming at least part of user interface 44. Where controller
22a-22¢ has an audibly-perceptible indicator 72, indicator
72 preferably is an audible transducer 74, such as in the form
of a speaker or more preferably a buzzer 76, preferably
disposed onboard controller 22a-22¢ and which provides an
audible alarm that a user carrying controller 22a-22¢ can
hear when indicator 72 is driven by controller 22a-22¢, such
as in response to a sensor detection event message received
by controller. Where controller 22a¢-22¢ has a tactile-per-
ceptible indicator 78, indicator 78 preferably is a vibrating
transducer 79, such as a vibrator 80, e.g. rotary or linear
oscillating vibrator, disposed onboard controller 22a-22¢
and which provides a tactile alarm, e.g., vibrating alarm, that
a user carrying controller 22a-22¢ can feel when indicator
78 is driven by controller 22a-22¢, such as in response to
receipt of a sensor detection event message.

If desired, master controller 22a-22¢ can have a plurality
of different types of user perceptible indicators 46, 52 and/or
60 with at least one type being a visually perceptible
indicator, e.g., visually perceptible indicator(s) 48, 49a-49f,
and/or 61 user can see, and another type being an audibly-
perceptible indicator 72 (FIG. 6), such as audible transducer
74, e.g., buzzer 76, which provides an audible alarm user can
hear, and/or a tactile-perceptible indicator 78 (FIG. 6), e.g.,
vibrator 80, which provides a vibrating alarm the user can
feel. Preferably, user can hear audibly-perceptible indicator
72 when such an audibly-perceptible indicator equipped
master controller 22a-22¢ is hung on body or person of user
using body mount 34. Preferably, user can feel tactile-
perceptible indicator 78 when such a tactile-perceptible
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indicator equipped controller 22a-22¢ is hung on body or
person of user using body mount 34.

In a preferred embodiment, controller 22a-22¢ has at least
a plurality of user perceptible indicators 46, 52 and/or 60
disposed onboard the master 22a-22¢ with at least one of the
user-perceptible indicators being a visually-perceptible indi-
cator, e.g., one or more of visually-perceptible indicators 48,
49a-49f, and/or 61, and at least one of the other user-
perceptible indicators being either an audibly-perceptible
indicator 72, a tactile-perceptible indicator 78, both an
audibly-perceptible indicator 72 and a tactile-perceptible
indicator 78, or another type of indicator suitable for use in
generating a user-perceptible alarm. In one such preferred
embodiment, controller 22a-22¢ has at least a plurality of
pairs, i.e., at least three, different types of user-perceptible
indicators with a first one of the user-perceptible indicators
being a visually-perceptible indicator, e.g., one or more of
visually-perceptible indicators 48, 49a-49f, and/or 61, a
second one of the user-perceptible indicators being an audi-
bly-perceptible indicator 72, and a third one of the user-
perceptible indicators being a tactile-perceptible indicator
78.

Master controller 22a-22¢ can be configured in firmware
or software to operate at least one visually-perceptible
indicator, such as light or lamp, preferably visually-percep-
tible indicator(s) 48, 49a-49f, and/or 61, e.g., LED(s) 50a,
505, 67a, 67b, 67¢c, 67d, 67¢ and/or 671, as a multi-mode
indicator driven by controller 22a-22¢ energizing visually-
perceptible indicator(s) 48, 49a4-49f, and/or 61 to output a
first one of a plurality of different brightness(es), lumen(s)
output levels, lighting patterns, flashing patterns, colors,
color patters, pulses, pulse patterns, and/or combination(s)
thereof in a first mode and a second one of a plurality of
different brightness(es), lumen(s) output levels, lighting
patterns, flashing patterns, colors, color patters, pulses, pulse
patterns, and/or combination(s) thereof in a second mode.
Controller 22a-22¢ can be configured to drive at least one
such visually-perceptible indicator 48, 494-49f, and/or 61, in
a plurality of pairs, i.e., at least three, modes, where
indicator(s) 48, 494-49f, and/or 61 output(s) one of a plu-
rality of pairs, i.e., at least three, of different colors, flashing
patterns, and/or brightness(es) or lumen(s) output levels that
provide a plurality of pairs, i.e., at least three, different
visually perceptible indicator modes.

Master Controller Circuitry

FIGS. 5-6 illustrate a preferred but exemplary control
circuit 82 of master controller 224-22¢ with FIG. 5 illus-
trating an implementation of the control circuit 82 on a
circuit board 71 and FIG. 6 providing a diagram of circuit
82. FIG. 7 illustrates sub-circuits of control circuit 82 that
includes a preferred but exemplary electrical power supply
circuit 87 that preferably can and does has a battery protec-
tion circuit 100 and/or an electrical power distribution
circuit 106 as discussed in more detail below. FIG. 8
illustrates another sub-circuit of control circuit 82 that is a
user manipulable control and user-perceptible display inter-
face circuit 89 that provides or helps provide at least a
portion of user interface 44 including at least a portion of
hardware interface 62 and/or display interface 45 of master
controller 22a-22¢ as also discussed in more detail below.
FIG. 9 illustrates a preferred but exemplary embodiment of
a user-perceptible indicator driver circuit 132 used to drive
one or more user perceptible indicators, such as buzzer 76
and/or vibrator 80, which have higher electrical power
requirements as also discussed in more detail below.
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Control circuit 82 has a processor 84 in electrical com-
munication with various electrical components, including
electrical components of user interface 44, of hardware
interface 62 and/or of display interface 45, as well as with
atwo-way wireless communication system 86, and source of
electrical power 88, all of which are preferably enclosed
within the housing 30 of master controller 22a-22¢. As
reiterated throughout, base units 24a-24g are also equipped
with a similar control circuit as discussed in more detail
below that preferably includes the same or substantially the
same wireless communication system 86, electrical power
supply circuit 87 and/or user-perceptible indicator driver
circuit 132.

Master controller processor 84 is electrically connected to
a two-way wireless communications system 86 disposed
onboard controller 22a-22¢, e.g., located within controller
housing 30, with a preferred communications system 86
having a wireless receiver 90 electrically connected to an
antenna 96 enabling wireless messages from one of base
units 24a-24g to be received. Wireless receiver 90 preferably
is a wireless transceiver 91, e.g., radio 92, electrically
connected by receive-transmit switch 94, e.g. RX/TX
switch, to antenna 96 enabling bi-directional wireless com-
munications between controller 22a-22¢ and any of base
units 24a-24g. In order to help produce a compact, pocket-
sized hand-held controller 224-22¢ in accordance with the
present invention, antenna 96 is disposed onboard controller
22a-22¢ such as by being housed within, carried by, or
integrally formed as part of controller housing 30. While
antenna 96 can be a wire antenna, telescoping antenna or
another type of antenna, antenna 96 preferably is mounted to
circuit board 71 and can be integrally formed therewith if
desired. As discussed in more detail below, one preferred
antenna 96 well suited for wireless communication system
use is a chip antenna, antenna integrated circuit, ceramic
chip antenna, or the like mounted to circuit board 71.

With additional reference to an electrical power supply
circuit 87 shown in FIG. 7 used to supply and distribute
electrical power to control circuit 82, power source 88
preferably is disposed onboard controller 22a-22¢ and
includes at least one battery 98 (FIG. 6) and preferably
includes a plurality of batteries 98a, 9856 (FIG. 7), arranged
in series to provide a master controller power supply battery
voltage, VBAT, of three volts direct current. Batteries 98a,
98b are releasably retained a battery holder, such as by
battery holder clips (not shown) mounted to the side of
circuit board 71 opposite that shown in FIG. 5. Each battery
98a, 986 can be a disposable battery, such as an alkaline
battery, can be a rechargeable battery, such as a nickel
metal-hydride or a lithium battery, or can be another type of
battery, such as a super-capacitor. Each battery 98a, 985 can
be a D-cell battery, C-cell battery, AA-cell battery, AAA-cell
battery or another suitable commercially available battery
capable of supplying suitable electrical power to operate
controller 22a-22¢. Where low temperature, e.g., outdoor,
operation is contemplated, each battery 98a, 985 preferably
is an alkaline battery, a low temperature lithium battery, e.g.,
lithium titanate, or another suitable low temperature battery,
capable of providing sufficient electrical power to operate
controller 22a-22¢ at a temperature less than zero degrees
Fahrenheit and preferably less than minus ten degrees Fahr-
enheit. In a preferred controller embodiment, each battery
98a, 986 preferably is an AAA alkaline battery as use of such
smaller sized batteries helps enable such a compact-sized
lightweight body-carried or body-worn controller 22a-22¢
in accordance with that discussed above to be produced.
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With continued reference to FIG. 7, to minimize power
use, prevent circuit damage, and optimize battery life, elec-
trical power supply circuit 87 includes a battery protection
circuit 100, schematically depicted in FIG. 7, which sub-
stantially completely prevents current flow if one, the other,
or both batteries 98a, 986 are installed improperly, e.g.,
backwards, such as where one or both batteries 98a, 985 are
installed their positive and negative battery terminals con-
nected opposite what they should be. Battery protection
circuit 100 employs a transistor 102, preferably a metal-
oxide-semiconductor field effect transistor (MOSFET),
more preferably a P-channel MOSFET, even more prefer-
ably a depletion-mode P-channel MOSFET 104, as a battery
protection switch 103 connected between the batteries 98a,
98b and an electrical load of control circuit 82, e.g., elec-
trical load of master controller 22a-22¢, which includes at
least processor 84 and wireless communications system 86.
Master controller circuit load can further include the load
from electrical components of master controller interface 42,
including onboard electrical components of display interface
45, e.g., each onboard visually-perceptible indicator 48,
49a-49f, and/or 61, and/or hardware interface 62, e.g.
manipulable controls 64a-64f, e.g., manipulable control but-
tons 66a-66f, as well as any other onboard electric power
consuming user-perceptible indicators 46, 52, 60, 72 and/or
78.

In battery protection circuit 100 shown in FIG. 7, battery
protection switch 103, preferably MOSFET 104, is con-
nected between the positive side, VBar, of batteries 98a, 985
and supply voltage, Vop, of control circuit 82. Battery
protection switch 103 is also connected by a battery protec-
tion switching resistor 105 to ground, GND, which biases
battery protection switch 103 to be turned on allowing
electrical current flow from VBar to Vb thereby powering
circuit 82 when batteries 98a, 985 are properly connected
and biasing battery protection switch 103 off blocking
current flow VBaT to VDD when batteries are improperly
connected thereby advantageously protecting circuit 82.

In a preferred battery protection circuit 100 employing a
MOSFET that preferably is a P-channel MOSFET 104 as a
battery protection switch 103, the drain of MOSFET 104 is
electrically connected to the positive side, VBar, of batteries
98a, 985 and the source of battery protection switch MOS-
FET 104 is electrically connected to the supply side, Vop, of
control circuit 82 upstream of electrical load of circuit 82
normally powered when batteries 98a, 985 are properly
inserted. Gate of MOSFET 104 is a switching terminal of
battery protection switch MOSFET 104 connected by bat-
tery protection switching resistor 105 to ground, GND,
producing a positive biasing voltage at the gate sufficient to
turn MOSFET 104 on enabling Vpp to power control circuit
82 when the batteries are properly connected. When batter-
ies 98a, 985, are improperly connected, either no biasing
voltage or a negative biasing voltage present at the gate
keeps MOSFET 104 switched off blocking any current flow
from either battery 984, 985 thereby protecting circuit 82 by
preventing any current flow to Vop thereby blocking current
flow to any part or electrical component of circuit 82. Such
a battery protection switching resistor 105 is large enough,
preferably at least about 1 million ohms, to produce a
biasing voltage sufficient to bias MOSFET 104 on when
batteries 98a, 985 are properly connected. Such a battery
protection circuit 100 advantageously imparts minimal,
preferably virtually no, electrical load on circuit 82 when
batteries 98a, 984, are properly connected and circuit 82 is
powered up and which substantially immediately prevents
virtually any current flow in a direction opposite desired
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current flow when batteries 98a, 985 are improperly con-
nected substantially immediately protecting circuit 82 from
damage.

When batteries 98a, 985 are connected correctly to con-
trol circuit 82, the gate of P-Channel MOSFET 104 is
hooked to ground, GND, such that there is about zero volts
at the gate and substantially full battery output voltage, e.g.
about three volts DC using two series-connected AAA
batteries 98a, 985, at the drain of MOSFET 104 which turns
on switch 102 switching on MOSFET 104 thereby powering
the circuit 82. However if one or both batteries 98a, 985 are
inserted backwards, e.g., electrically connected backwards,
there will be voltage, e.g. up to three volts DC with both
batteries 98a, 985 connected backwards, at the gate of
MOSFET 104 and about zero volts at the drain of MOSFET
104 turning off switch 102 by switching off MOSFET 104
thereby preventing any electrical power from any improp-
erly connected battery 98a, 985 to be delivered to circuit 82
advantageously protecting circuit 82.

In a preferred control circuit 82, electrical power from
batteries 98a, 986 is split by a power distribution circuit 106
via a ferrite bead 107, preferably a 1000 ohm ferrite bead,
between one or first control circuit supply voltage, Vop, and
another or second control circuit supply voltage, Vop_xrr. In
a preferred power distribution circuit 106, Vop is upstream
of ferrite power splitting bead 107 and connected to ground,
GND, via a first capacitor 109 and downstream of bead 107
and connected to ground, GND, via second capacitor 111.
When batteries 98a, 98b are connected correctly and
P-Channel MOSFET 104 switched on powering control
circuit 82, electrical power from batteries 98a, 985 is split by
ferrite bead 107 between Vop and Voprr with VDD ®rF
electrically powering and/or biasing the wireless communi-
cation system 86 and Vpp electrically powering and/or
biasing the rest of the electrical components of control
circuit 82 including processor 84.

A control circuit 82 equipped with such a battery protec-
tion circuit 100 that employs battery protection switch 103,
e.g., transistor switch 102, preferably P-Channel MOSFET
104, advantageously minimally loads batteries 98a, 986 and
circuit 82 during normal controller operation wasting virtu-
ally no battery power as compared to conventional diode-
based battery protection circuits. In comparison to battery
protection circuit 100 of the present invention, conventional
battery protection circuits using only a conventional diode to
block current flow in the opposite direction when batteries
are improperly connected surprisingly undesirably waste
considerable power when batteries are properly connected as
a result of the diode imparting a significant load and pro-
ducing a relatively large voltage drop between VBar and Vop
during normal operation.

As discussed in more detail below, each base unit 24a-24f
preferably also is equipped with such an electrical power
supply circuit 87 that also preferably includes battery pro-
tection circuit 100 and can and preferably does also include
electrical power distribution circuit 106 two split the elec-
trical power between a plurality of branches or sub-circuits
of control circuit 82. As discussed in more detail below, each
base unit 24a-24f preferably is powered by a plurality of AA
alkaline batteries to provide even greater battery life includ-
ing during periods of unattended operation.

With reference once again to FIG. 6, when batteries 98a,
986 are properly connected and control circuit 82 is powered
up, processor 84 communicates with data storage 108,
preferably in the form of memory 110, e.g., flash memory,
programmable read only memory (PROM), erasable pro-
grammable read only memory (EPROM or EEPROM),
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and/or random access memory (RAM), located onboard
master controller 22a-22¢. Data storage 108, preferably
onboard memory 110, holds software and/or firmware
executed by processor 84 during master controller operation
that configures and controls operation of master controller
22a-22¢ during alarm system operation. Processor 84 pref-
erably is a microcontroller 112 with memory 110 onboard
the microcontroller 112 holding master controller firmware
or software configured with a preferred method of master
controller operation in accordance with that described in
more detail below that is executed by microcontroller 112
during master controller operation controlling operation of
master controller 22a-22¢ as part of carrying out alarm
system operation. While processor 84, preferably microcon-
troller 112, can use an onboard clock, e.g., internal oscillator,
an external oscillator, such as a 32 kilohertz oscillator
crystal, which can be temperature compensated, e.g., TXCO,
if desired, can be and preferably is used as processor clock.
Use of such a more precise external clock advantageously
helps facilitate more precise communications timing during
sending and receipt of wireless messages to and from base
units 24a-24f. A preferred processor 84 is a low-power
power microcontroller 112 of at least 16-bit architecture,
preferably is of at least 32-bit architecture, with a particu-
larly preferred processor 84 being a 32-bit reduced instruc-
tion set processor such as an ARM processor or microcon-
troller, such as an ARM Cortex-M type core microcontroller
unit, preferably an ARM Cortex-M3 microcontroller,
equipped with onboard flash memory and onboard RAM. If
desired, a 64-bit or larger processor, e.g., microcontroller,
can also be used.

Control circuit 82 preferably includes at least one user-
perceptible indicator 46, 52, 60, 61, 72 and/or 78, such as
one or more visually-perceptible indicators 48 and/or 52,
e.g., one or more indicator LEDs 50a and/or 505, and
preferably includes a corresponding visually-perceptible
indicator 49a-49f, e.g., LEDs 674-67f, for each control
64a-64f all of which are preferably disposed onboard the
master controller 22a-22¢, such as by being anchored, e.g.,
mounted, to circuit board 71, carried by controller housing
30 and/or disposed, e.g., housed, within controller housing
30. Processor 84 preferably is electrically connected to at
least one and preferably is electrically connected to each
user-perceptible indicator of user interface 44 with processor
84 configured, such as in firmware and/or software, to drive
and preferably activate, e.g., energize, one or more user-
perceptible indicators when processor 84 determines radio
90 received a wireless message from one of base units
24a-24g configured to cause activation, e.g., energizing,
thereof.

With reference to FIG. 6, processor 84 is electrically
connected to user interface 44 and preferably therefore also
is connected to both display interface 46 and hardware
interface 62 of controller 22a-22¢. Processor 84 is electri-
cally connected to at least part of hardware interface 62 of
user interface 44, including preferably by being electrically
connected to user controls 64a-64f onboard controller 22a-
22c.

As is best shown in FIGS. 2-5 and 8, manipulable controls
64a-64f of master controller 22a-22¢ include and preferably
are provided by corresponding onboard user-manipulable
electrical switches 70a, 705, 70c, 70d, 70e, and 70f electri-
cally connected to processor 84 which preferably also forms
part of user manipulable control and user-perceptible display
interface circuit 89 depicted in FIG. 8. Each one of switches
70a-70f can be a normally open pushbutton switch, such as
a normally open tactile pushbutton switch, each of which
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provides a user-controlled input to processor 84 when cor-
responding control 64a-64fis manipulated by user, such as
by user pressing associated button 66a-66f thereby closing
corresponding switch 70a-70f. As also shown in FIGS. 2-5,
disposed at or adjacent each switch 70a-70f'is a correspond-
ing visually-perceptible user-manipulable control-disposed
user-perceptible indicator 49a-49fthat preferably is an LED
67a-67f as discussed in more detail below.

Where each visually-perceptible user-manipulable con-
trol-disposed display 49a-49f is an LED 67a-67f, there
preferably also is a corresponding current limiting resistor
69a-67f in series with each LED 67a-67f connected as
shown in FIG. 8 between each LED 67a-67f and an elec-
trical ground. As shown in the control and display interface
circuit 89 of master controller 22a-22¢ shown in FIG. 8,
each control-disposed user-perceptible indicator 49a-49f
preferably is a corresponding LED 67a-67fthat is connected
in series with corresponding switch 704-70f in turn con-
nected to a control circuit supply voltage, Vop, and also
connected in series with respective pull down resistor 69a-
69/ to a ground that preferably is a node ground 73, LED
GND 73, provided by a net tied to processor 84 with
processor 84 configured to drive pull down resistors 69a-69f
high or low to turn on or off respective LED 67a-67f when
corresponding button 66a-66f is pushed closing associated
switch 70a-70f. This enables processor 84 to be configured
to turn on or turn off the LED 67a-67f corresponding to the
switch 70a-70f closed when button 66a-66f associated with
switch 70a-70f is pressed by master controller user. Since
the LEDs 67a-67f are tied to a ground that is not the ground,
GN D, of control circuit 82 and its circuit board 71 but rather
an active ground, LED GND 73, tied to a node or pin of
processor 84 configured to provide ground, LED GND,
configurable in processor firmware and/or software to be
driven high or low depending on whether processor 84 is to
light up or keep turned off LED 674-67f connected to switch
70a-70f closed when button 66a-66f which operates the
switch 70a-70f is pressed. While the switch 70a-70f and
LED 67a-67f of each manipulable control 64a-64f can be
formed of discrete or separate components, such as is
depicted in FIG. 5, manipulable controls 64a-64f can be
formed of a keyboard or keypad like keypad 65 depicted in
FIGS. 2-4 but which is a membrane-type keypad where each
switch 70a-70f is a membrane type switch and each LED
67a-67f'is integral with corresponding switch 70a-70fso as
to be part of the membrane-type keypad. In one aspect of the
invention, a clear switch membrane type keyboard or key-
pad may be used so that an illuminated LED may be visible
beneath the membrane.

Although not shown, in a preferred master controller and
control circuit embodiment, each LED 67a-67f can be and
preferably is independently electrically connected to pro-
cessor 84 such as by preferably being respectively connected
to a corresponding one or more control lines, e.g., I/O ports
or pins, of processor 84 enabling processor 84 to drive, e.g.,
light up and/or flash, any particular one or more of LED(s)
67a-67f upon occurrence of a condition, event, or the like.
In such a preferred embodiment, each LED 67a-67f shown
in FIG. 8 is tied to common LED GND 73 at one end and
electrically connected at its opposite end to a corresponding
one of a plurality of control line(s), e.g., I/O port(s) or pin(s),
preferably connected to its own control line, e.g., its own I/O
port or pin, of processor 84. In another such embodiment,
each LED 67a-67f shown in FIG. 8 is tied to ground, GND,
of master controller control circuit board 71 at one end and
electrically connected at opposite end to a corresponding
one of a plurality of control line(s), e.g., I/O port(s) or pin(s),
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preferably connected to its own control line, e.g., its own I/O
port or pin, of processor 84. In either embodiment, such a
sub-circuit of control circuit, e.g., control circuit 82, of
master controller 22a-22¢, which enables LED(s) 67a-67fto
be independently or separately driven preferably also
includes a corresponding pull down resistor 69a-69fin series
with respective LED 67a-67f.

In a preferred embodiment, each corresponding LED
67a-67f of manipulable control 64a-64f preferably is elec-
trically connected to processor 84 separately or indepen-
dently of switches 70a-70f, with a first LED 674 electrically
connected to a first control line (not shown), e.g., [/O port or
pin, of processor 84, a second LED 675 electrically con-
nected to a second control line (not shown), e.g., /O port or
pin, of processor 84, a third LED 67¢ electrically connected
to a third control line (not shown), e.g., I/O port or pin, of
processor 84, a fourth LED 674 electrically connected to a
fourth control line (not shown), e.g., I/O port or pin, of
processor 84, a fifth LED 67e electrically connected to a fifth
control line (not shown), e.g. I/O port or pin, of processor 84,
and a sixth LED 67f electrically connected to a sixth control
line (not shown), e.g., /O port or pin, of processor 84.
Where a master controller has more than six such LED-
equipped user manipulable controls, e.g., more than six
LED-disposed buttons, each such additional LED of each
such additional control or button can also be separately or
independently connected to its own control line, e.g., [/O
port or pin, of processor 84, if desired. Of course, if the
number of control lines of processor 84 is too few or
otherwise limited, each one of LEDs 67a-67f can be elec-
trically connected to a multiplexer (not shown) which is in
turn connected to one or more control pines of processor 84
with processor 84 configured in firmware or software to
direct via multiplexer to drive any one or more of LED(s)
67a-67f independently or separately of circuit 89 shown in
FIG. 8. Such a sub-circuit (not shown) of a control circuit of
master controller 22a-22¢ enables processor 84 to be con-
figured in firmware and/or software to selectively drive one
or more of the LED(s) 67a-67f individually, sequentially,
sequentially, or substantially simultaneously in accordance
with a firmware and/or software configuration of processor
84 in providing powered up/on status, during polling, and/or
during wireless linking with one or more base unit(s)
24a-24f including when transmitting a wireless sensor detec-
tion event message to controller 22a-22c¢.

Processor 84 preferably is configured in firmware and/or
software to drive the LED 674-67f of manipulable control
64a-64f, preferably button 664-66f, corresponding to a
device identifier, preferably device number or DEV NUM,
of the particular sensor base unit 24a-24f associated there-
with which has transmitted a wireless sensor detection event
message to master controller 22a-22¢ thereby providing user
with a visually perceptible indication of exactly which base
unit 24a-24f experienced the sensor detection event. Pro-
cessor 84 preferably is further configured in firmware and/or
software to enable user to acknowledge receipt of wireless
sensor event message from the particular wireless sensor
detection event message transmitting base unit 24a-24fthat
encountered the sensor detection event by pressing the
particular manipulable control 64a-64f, preferably button
66a-66f, having the light up or flashing LED 674-67f asso-
ciated with the wireless sensor detection event message
transmitting base unit turning off LED 674-67f. As such,
processor 84 is configured in firmware and/or software to
keep lit up or flashing the LED 674-67f of the particular
manipulable control 64a-64f, e.g., particular button 66a-66f,
associated with the specific one of base units 24a-24f'which
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transmitted the sensor detection event message until the
particular control 64a-64f, e.g., button 66a-66f, is manipu-
lated by user turning the LED 67a-67f off.

If desired, processor 84 can also be configured in firm-
ware and/or software to wirelessly broadcast a message to
the particular base unit 24a-24f that experienced the sensor
detection event communicating an acknowledgement
thereto that master controller 22a-22¢ received the sensor
detection event message. In such a method of alarm system
operation, processor 84 can be further configured in firm-
ware and/or software to reset the particular alarming base
unit 24a-24f or re-arm the particular base unit 24a-24f to
enable the particular base unit 24a-24f to resume sensor
monitoring for occurrence of another sensor detection event.
Where the particular base unit 24a-24f is monitoring a
particular device or apparatus, such as discussed in more
detail below, such a wireless message resetting or re-arming
the particular base unit 24a-24f preferably causes the par-
ticular base unit 24a-24fto resume monitoring the device or
apparatus, e.g., resume monitoring operation thereof, for
occurrence of another sensor detection event related to a
change in state, status or condition thereof, including in
operation thereof.

In addition, one or more microcontroller indicator signals
63a, 635, 63¢, 634, 63¢ and/or 631 may be coupled between
ports of the microcontroller 112 and the visually-perceptible
indicators 49a, 495, 49¢, 49d, 49¢ and/or 49¢. In this way, if
any one of the buttons 66a, 665, 66¢, 66d, 66¢ and/or 661 are
depressed, the microcontroller 112 may receive a corre-
sponding indication via any one of the microcontroller
indicator signals 63a, 635, 63¢, 63d, 63¢ and/or 63/, respec-
tively. Also, the microcontroller 112 may illuminate any one
of LED(s) 67a, 67b, 67c, 67d, 67¢ and/or 67f, by driving
power via any one of the microcontroller indicator signals
63a, 635, 63¢, 63d, 63¢ and/or 63f, respectively, which may
the microcontroller 112 may do, for example, when there is
an alarm or a poll response.

When master controller 22a-22¢ is operating in a low
power mode, or when master controller 22a-22¢ is turned
off, the microcontroller 112 may drive an LED GND 73 high
so that when any one of the buttons 66a, 665, 66¢, 66d, 66¢
and/or 66f is pressed the LED(s) 67a, 67b, 67¢, 67d, 67¢
and/or 67f, respectively, will not illuminate. Once the master
controller 22a-22¢ returns to normal operation, the micro-
controller 112 may drive the LED GND 73 low, may flashes
the LED(s) 67a, 67b, 67c, 67d, 67¢ and/or 67f, and may
activate a buzzer sequence, thereby indicating return of full
power and normal operation.

Although also not shown, each manipulable control 64a-
64/ of master controller 22a-22¢ can also be itself separately
or independently electrically connected to processor 84,
such as to one or more other corresponding control line(s),
e.g., /O port(s) or pin(s), of processor 84, with processor 84
configured in firmware and/or software to monitor controls
64a-64f, e.g., monitor switches 70a-70f; to determine if any
one or more of the controls 64a-64f have been pressed by
user. In a preferred embodiment, the corresponding switch
70a-70f of manipulable control 64a-64f preferably is elec-
trically connected to processor 84 separately or indepen-
dently of LEDs 67a-67f, with a first switch 70a electrically
connected to a first control line (not shown), e.g., [/O port or
pin, of processor 84, a second switch 7056 electrically
connected to a second control line (not shown), e.g., /O port
or pin, of processor 84, a third switch 70¢ electrically
connected to a third control line (not shown), e.g., L/O port
or pin, of processor 84, a fourth switch 70d electrically
connected to a fourth control line (not shown), e.g., I/O port
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or pin, of processor 84, a fifth switch 70e electrically
connected to a fifth control line (not shown), e.g., VO port
or pin, of processor 84, and a sixth switch 70f electrically
connected to a sixth control line (not shown), e.g., I/O port
or pin, of processor 84. Where a master controller has more
than six such LED-equipped user manipulable controls, e.g.,
more than six LED-disposed buttons, each such additional
switch of each such additional control or button can also be
separately or independently connected to its own control
line, e.g., /O port or pin, of processor 84, if desired.

With additional reference to FIG. 9, where any of the
user-perceptible indicator(s), e.g., 46, 52, 60, 72 and/or 78,
of master controller 22a-22¢ has electrical power require-
ments greater than what processor 84 can directly provide
when trying to drive such higher power consuming user-
perceptible indicator(s), control circuit 82 can include a
driver circuit 132, such as schematically depicted in FIG. 9,
to enable processor 84 to indirectly drive such high power
user-perceptible indicator(s). Driver circuit 132 includes an
amplifier 134, e.g., switching amplifier, connected between
processor 84 and the particular user perceptible indicator(s)
requiring more power than available from a control line 140,
e.g., [/O port or pin, of processor 84 (rest of processor 84 not
shown in FIG. 9) used to activate the user-perceptible
indicator when driven high by processor 84.

With continued reference to FIG. 9, driver circuit 132 has
an output 136 connected to high power consuming user-
perceptible indicator, e.g. audibly-perceptible indicator 72
schematically depicted in FIG. 9, and an input 138 con-
nected to a control line 140 of processor 84 configured in
firmware or software to activate indicator 72 by driving the
corresponding /O port or pin of control line 140 high.
Switching amplifier 134 of driver circuit 132 preferably is or
includes a MOSFET 142 that more preferably is an N-chan-
nel MOSFET with its drain 119 connected to ground, GND,
its gate functioning as a switching input 138 connected to
processor control line 140, and its source functioning as a
switched output 136 connected to indicator 72, with indi-
cator 72 also connected to source voltage, e.g., VDD, pro-
vided by batteries 98a, 985 via electrical power supply
circuit 87 (FIG. 7). When control line 140 of processor 84
configured in firmware and/or software to drive the gate or
switching input 138 high upon occurrence of a particular
event or condition goes high by outputting a high voltage
logic state over line 138, switching amplifier 134 is switched
on thereby powering indicator 72 causing indicator to output
user-perceptible indication to user.

While FIG. 9 shows driver circuit 132 connected to one
type of high power user-perceptible indicator that is an
audibly-perceptible indicator 72, preferably buzzer 76, such
a driver circuit 132 can also be used to drive another type of
user-perceptible indicator including a tactile perceptible
indicator 78, e.g., vibrating transducer 79, vibrator 80 (FIG.
6) and/or high power LED in a similar or substantially the
same manner. Although not shown in FIG. 6, control circuit
82 depicted in FIG. 6 preferably has at least a plurality of
driver circuits 132 with one of the driver circuits 132 used
to drive buzzer 76 connected to one control line 140 (FIG.
9) of processor 84 and a second one of the driver circuits 132
used to drive vibrator 80 connected to a second control line
(not shown) of processor 84. Where a high power LED is
employed, control circuit 82 can include a third or another
one of the driver circuits 132 used to drive the high power
LED with the driver circuit 132 connected to a third or
further control line (not shown) of processor 84.

In a preferred method of driving such a user-perceptible
indicator, e.g., buzzer 76, processor 84 can be configured in
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firmware and/or software to output a signal to drive (a)
buzzer 76, or (b) driver circuit 132 that drives buzzer 76
where the outputted signal preferably is a modulated output,
more preferably a PWM output, which causes the buzzer 76
to audibly emit a plurality of time-spaced beeps or tones
whose pattern can be and preferably is configured to provide
a particular user-perceptible indication to master controller
user. Such a PWM output or drive signal can also be
outputted by processor 84 to indirectly drive via such a
driver circuit or even directly drive vibrator 80 and/or high
power LED.

Such a control circuit 82 constructed, e.g. in hardware,
and configured, e.g. in firmware and/or software, in accor-
dance with the present invention can and preferably does
have a include more than one driver circuit 132, e.g., a
plurality of driver circuits 132, with one driver circuit 132
used to drive one user perceptible indicator, such as prefer-
ably buzzer 76, e.g., buzzer alarm, and another driver circuit
132 used to drive another user perceptible indicator, such as
preferably vibrator 80, e.g., vibrating alarm. Where control
circuit 82 is configured for master controller use and opera-
tion, such as depicted in FIG. 6, circuit 82 preferably has at
least plurality of driver circuits 132 with one control line 140
of processor 84 configured to cause one driver circuit 132 to
drive buzzer 76 upon occurrence of a predetermined event,
condition or status and another control line (not shown) of
processor 84 configured to cause another driver circuit 132
to drive vibration alarm 80. Although not shown in FIG. 6,
control circuit 82 can be further configured with still another
driver circuit 132 where it is desired for processor 84 to
drive still another high power user-perceptible indicator,
such as a high power LED, during alarm system use and
operation.

With reference once again to FIG. 6, during operation of
wireless communication system 86 onboard master control-
ler 22a-22c¢, radio 92 listens via antenna 96 for wireless
messages sent by one of base units 24a-24f paired with
controller 22a-22¢ and can be selectively operated by alarm
system user to transmit wireless message(s) to one or more
base units 24a-24f, including during base unit pairing with
controller 22a-22¢ and/or during polling of one or more base
units 24a-24f by controller 22a-22¢ after pairing. One or
more preferred wireless communication system embodi-
ment(s), configuration(s) and method(s) are discussed in
more detail in a section below as a wireless communication
system 86 in accordance with the present invention advan-
tageously sends and/or receives wireless digital data con-
taining messages at a relatively low transmission data rate
and/or narrow bandwidth to thereby extend wireless digital
data transmission range preferably using a fixed radio fre-
quency while listening for wireless messages using an
ultralow power method of operation configured to minimize
the amount of time for radio 92 needs to be powered during
each wireless message listening cycle of the radio 92 dra-
matically increasing battery life. Wireless messages received
by wireless communications system 86 are formed of pack-
ets each having a battery-power conserving packet format in
accordance with the present invention where a packet pre-
amble used by wireless communications system 86, e.g.,
used by radio 92, to lock onto a wireless message containing
signal has a length or transmission time duration greater than
a length or transmission time duration of the digital-data
containing packets payload with the battery-power conserv-
ing ultralow power method of wireless communication
system operation configured to turn off at least radio 92 of
system 86 for a period of time less than the packet preamble
length or transmission time duration but greater than the
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digital-data containing packet payload during each wireless
message listening cycle when listening for wireless mes-
sages during wireless communication system operation.

Such a two-way wireless communication system 86 con-
structed, configured and operated in accordance with the
present invention is discussed in more detail below. As also
discussed below, such a two-way wireless communication
system 86 of the present invention is not only used by master
controller 22a-22¢ to receive and preferably also send
wireless messages during alarm system operation, but a
wireless communication system constructed, configured
and/or operated same or substantially similar to wireless
communication system 86 can be and preferably is used by
base units 24a-24g to send and preferably also receive
wireless messages during alarm system operation.

Two-Way Wireless Communications System

During wireless communications system operation, radio
92 listens via antenna 96 for wireless messages, such as
preferably messages sent by one of base units 24a-24f paired
with master controller 22a-22¢, and can be and preferably
also is used to transmit wireless messages, such as prefer-
ably to one of base units 24a-24f, including during pairing
with controller 22a-22¢, and/or during polling of one of base
units 24a-24f after pairing with controller 22a-22¢. In a
preferred embodiment, configuration and operating method,
wireless communications system 86 is configured to send
and/or receive digital data-containing wireless messages
formed of one or more digital data packets at a relatively low
wireless message transmission range extending band-
width(s) where each wireless message is formed of one or
more packets configured to enable wireless communications
system operation in an ultralow power conserving mode of
operation that is discussed in more detail below. In one such
preferred embodiment, configuration and method, wireless
communication system 86 is configured to send and/or
receive wireless messages at a relatively low transmission
range extending bandwidth of no greater than 600 kHz,
preferably no greater than 500 kHz, using a radio frequency
that preferably is a fixed transmission range maximizing
megahertz radio frequency where communication system 86
is further configured with such an ultralow power mode of
operation that minimizes the time communications system
86 is powered up listening for wireless messages to extend
battery life. As discussed in more detail below, each base
unit 24a-24f also has a wireless communications system
constructed, configured and/or operated same or substan-
tially similar to wireless communications system 86 that also
is configured in firmware and/or software to operate using
such an ultralow power method of operation to advanta-
geously maximize battery life of base unit 24a-24f

With continued reference to FIG. 6, processor 84 com-
municates over a digital communications bus 114, e.g., serial
peripheral interface, with at least the radio 92 when config-
uring wireless communications system 86 for operation in
receiving wireless messages. Likewise, processor 84 com-
municates over a digital communications bus 114, e.g., serial
peripheral interface, with at least the radio 92 when config-
uring wireless communications system 86 for operation in
sending a wireless message. Processor 84 is connected by
communications bus 114 to radio 92 and radio 92 is con-
nected by a radio frequency transmit/receive path 116 to
RX/TX switch 94. RX/TX switch, which in turn is electri-
cally connected via an antenna line 117 to antenna 96 such
that wireless communication system 86 of the present inven-
tion preferably is a bi-directional wireless communication
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system capable of bidirectional wireless communication
between controller 22a-22¢ and base unit(s) 24a-24g.

A preferred radio 92 is a wireless digital transceiver 91
configurable for low power, long range wireless send and
receive, e.g. bidirectional, operation that also is configurable
in firmware and/or software, including by processor 84 itself
configured in firmware and/or software, to wirelessly
receive and transmit digital-data containing wireless mes-
sages at a relatively low bandwidth that is sufficiently low
enough to advantageously help maximize wireless message
transmission distance. When configured to transmit or put
into transmit mode, radio 92 is configured, such as in
firmware and/or software, including by processor 84 itself
configured in firmware and/or software, to build each wire-
less message to be transmitted of one or more data packets
formed by radio 92 that includes digital data from processor
84 so each packet contains a preamble followed by a digital
data-containing payload. As discussed in more detail below,
in building such a message for wireless transmission, radio
92 is configured in firmware and/or software, including by
processor 84 itself configured in firmware and/or software,
to form the preamble of each packet so it is a uniquely
modulated preamble, e.g. have a uniquely modulated pre-
amble waveform, pattern and/or signature, with the pre-
amble of each such packet of each such wireless message
being the same uniquely modulated preamble advanta-
geously facilitating wireless message detection during wire-
less communication system and alarm system operation.

One preferred radio 92 is a low power, long range digital
wireless transceiver equipped with wireless message or
signal modulated preamble detection, e.g., channel activity
detection (CAD), configured in firmware and/or software of
radio 92 and/or processor 84 to receive wireless messages
when radio 92 is in receive mode only when an incoming
wireless message contains one or more packets having the
same uniquely modulated preamble that radio 92 is config-
ured to include in forming packet(s) of a wireless message
built by radio 92 for transmission. One such preferred radio
92 is equipped with CAD and preferably is further config-
urable, including via radio firmware and/or software and/or
by processor 84 via its own firmware and/or software, to
transmit and receive wireless messages at an RF frequency
or RF frequencies of at least one MHz, which preferably
range between 1 MHz and 5000 MHz, more preferably
range between 860 MHz and 1020 MHz, and even more
preferably range between 902 MHz and 928 MHz, at band-
width(s) of no more than 600 kHz, preferably no more than
550 kHz, and more preferably no more than about 500 kHz,
during wireless communications between controller 22a-22¢
and base unit(s) 24a-24g.

RX/TX switch 94 enables wireless communication sys-
tem 86 to switch between receive mode in order to receive
incoming wireless messages and transmit mode in order to
transmit wireless messages. A preferred RX/TX switch 94 is
a single-pole double throw (SPDT) radio frequency switch
95 that preferably is a solid-state RF switch, e.g., CMOS RF
switch, capable of operating at radio frequencies of at least
one megahertz and preferably can be capable of operating at
gigahertz radio frequencies. One such preferred RX/TX
switch 94 is a CMOS RF switch preferably of single-pole
double throw (SPDT) construction having an RF frequency
operating range that ranges between 10 megahertz and 3
gigahertz.

As previously indicated, antenna 96 is disposed onboard
preferably by being carried, mounted to or otherwise inte-
grally formed with control circuit 82. If desired, antenna 96
can be integrally formed of or by part of circuit board 71,
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integrally formed of, from or in housing 30, and/or provided
by a separate antenna wire (not shown) attached thereto or
carried thereby. Antenna 96 preferably is provided by a chip
antenna disposed onboard control circuit 82 that preferably
is mounted to circuit board 71.

Wireless Communications System Operation

In a preferred wireless communications systems operating
method, one or both processor 84 and and/or radio 92 are
configured in firmware and/or software to operate, prefer-
ably setup and/or configure, radio 92 and/or RX/TX switch
94, such that radio 92 is capable of transmitting and/or
receiving digital data packet containing wireless messages at
aradio frequency of at least one MHz, such as at a frequency
falling within any one of the aforementioned RF frequency
ranges discussed above, at a desirably low wireless message
transmission range extending bandwidth that is low enough
to produce a wireless communication system 86 constructed,
configured and/or operated in accordance with the present
invention that sends and receives wireless messages over
distances of at least one mile between members 22a-22¢
and/or 24a-24g of alarm system 20 equipped with such a
wireless communication system. Processor 84 preferably is
configured in firmware and/or software to communicate via
bus 114 with radio 92 when configuring radio 92 and/or the
rest of wireless communication system 86, e.g. RX/TX
switch 94, to receive wireless messages as well as when
configuring radio 92 and/or the rest of wireless communi-
cation system 86 to send a wireless message. When proces-
sor 84 has configured radio 92 to send a digital data
packet-containing wireless message, processor 84 commu-
nicates digital data to be included in the transmitted wireless
message over bus 114 to radio 92 which in turn builds a
wireless message containing one or more data packets each
having the same unique modulated preamble and digital
data-containing payload. Since wireless communication sys-
tem 86 of master controller 22a-22¢ is similar to or sub-
stantially same as wireless communication system of each
one of base unit(s) 24a-24g, use of the same unique modu-
lated preamble in each data packet of each wireless message
transmitted by controller 224-22¢ and/or base unit(s) 24a-
24g paired with controller 22a-22¢ to form alarm system 20
enables fast reliable wireless message or signal detection
thereby during alarm system operation.

In one such preferred embodiment and wireless commu-
nications system method implementation, one or both pro-
cessor 84 and/or radio 92 are configured in firmware and/or
software to operate, set up and/or configure radio 92 and/or
RX/TX switch 94 so radio 92 transmits and receives wire-
less messages at an RF frequency or RF frequencies of at
least one MHz, which preferably range between 1 MHz and
5000 MHz, more preferably range between 860 MHz and
1020 MHz, and even more preferably range between 902
MHz and 928 MHz, at bandwidth(s) of no more than 600
kHz, preferably no more than 550 kHz, and more preferably
no more than about 500 kHz, during operation of wireless
communications system 86 during wireless communications
between controller 22a-22¢ and base unit(s) 24a-24g. In
another such preferred embodiment and method implemen-
tation, processor 84 and/or radio 92 are configured in
firmware and/or software to wirelessly communicate at a
fixed RF frequency within at least one of the aforementioned
RF frequency ranges, preferably about 900 MHz, at a
bandwidth of no more than 500 kHz that can be a bandwidth
of'as low as about 250 kHz, e.g. 250 kHz+25 kHz, and/or as
low as about 125 kHz, e.g. 125 kHz+25 kHz, during
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operation of wireless communications system 86 thereby
advantageously producing a wireless communications sys-
tem 86 in accordance with the present invention having a
wireless radio frequency communications range of at least
one mile.

In one such preferred embodiment and wireless commu-
nication system method implementation, wireless commu-
nications system 86 is configured in firmware and/or soft-
ware to send and receive wireless RF messages at a wireless
communications bandwidth of no greater than 500 kHz
where a single signal channel or fixed RF frequency is used
by radio 92 for wireless communications. In another such
preferred embodiment and method implementation, wireless
communications system 86 is configured in firmware and/or
software to send and receive wireless messages at a band-
width of no greater than 250 kHz, such as where frequency
hopping, e.g., multichannel or spread spectrum, is used
thereby also advantageously producing a wireless commu-
nications system 86 in accordance with the present invention
having a wireless radio frequency communications range of
at least one mile. In still another such preferred embodiment
and method implementation, wireless communications sys-
tem 86 is configured in firmware and/or software to send and
receive wireless messages at a bandwidth of no greater than
125 kHz, such as where frequency hopping, e.g., multichan-
nel or spread spectrum, is used.

In a still further such preferred embodiment and method
implementation, wireless communications system 86 is con-
figured in firmware and/or software to send and receive
wireless messages at a user, software and/or firmware select-
able bandwidth of no greater than at least one of 500 kHz,
250 kHz and/or 125 kHz thereby once again advantageously
producing a wireless communications system 86 in accor-
dance with the present invention having a wireless radio
frequency communications range of at least one mile. Where
this is done, wireless communication system 86 preferably
also is configured in firmware and/or software to send and
receive wireless messages at a user, software and/or firm-
ware selectable to use (a) such a fixed RF frequency as
discussed above where wireless message bandwidth is less
than 500 kHz, preferably between 500 kHz and 250 kHz,
and (b) frequency hopping, e.g. spread spectrum, where the
bandwidth is less than 500 kHz.

To help ensure more precise wireless communications
system timing since the wireless messages are transmitted at
such low bandwidths, timing of at least radio 92 of wireless
communication system 86 can be and preferably is provided
by an external oscillator or clock operating at a suitably high
oscillator frequency. In a preferred embodiment, an external
megahertz frequency oscillator, preferably an at least about
30 MHz frequency oscillator crystal, more preferably a 32
MHz frequency oscillator crystal, is connected to wireless
communication system 86, preferably connected to radio 92.
While an external non-temperature compensated oscillator
crystal (X1), e.g. 32 MHz X1 crystal, preferably is used with
wireless communication system 86 to enable sufficiently
precise timing of wireless RF communications between
controller 22a-22¢ and base unit(s) 24a-24g at such low
digital data transmission bandwidths of no greater than 600
kHz, preferably no greater than about 550 kHz, and more
preferably no greater than about 500 kHz (as discussed
above), external wireless communication system oscillator
can be a temperature compensated oscillator (TCXO), e.g.
32 MHz TCXO crystal.

Digital wireless message transmission during operation of
wireless communications system 86, preferably during
operation of radio 92 in particular, at such low bandwidth(s)
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advantageously helps maximize wireless message transmis-
sion distance. As previously stated, this enables a wireless
communications system 86 of the present invention config-
ured in firmware and/or software in accordance with that
disclosed herein to send and receive wirelessly transmitted
digital data packet containing messages over a distance of at
least one mile between controller 22a-22¢ and base unit(s)
24a-24¢g (and vice versa).

During wireless communication system operation,
whether radio 92 can receive or send wireless messages
depends upon the configuration of RX/TX switch 94, which
is set in either receive mode or transmit mode by radio 92
and/or processor 84. When in receive mode, RX/TX switch
94 routes wireless messages received by antenna 96 from
switch 94 over RF transmit/receive path 116 to radio 92.
When switch 94 is in transmit mode, outgoing wireless
messages from radio 94 travel along RF transmit/receive
path 116 through switch 94 to antenna 96 where they are
transmitted wirelessly to base unit(s) 24a-24c.

Although not shown, one or more control lines of pro-
cessor 84 can be provided, preferably in control circuit 82,
which extend between processor 84 and/or radio 92 and
RX/TX switch 94 to enable switch 94 to be selectively put
into (a) transmit mode when it is desired to transmit a
wireless message, such as to one of base unit(s) 24a-24g,
and (b) receive mode when it is desired to listen for and
receive a wireless message, such as from one of base unit(s)
24a-24g. Wireless communication system 86 preferably is
configured in software and/or firmware to put switch 94 in
transmit mode when processor 84 configures radio 92, such
as via communications bus 114, to transmit a wireless
message and to put switch 94 at substantially all other times
in receive mode when processor 84 configures radio 92 to
listen for and receive incoming wireless messages.

In one preferred wireless communications system oper-
ating method, processor 84 and/or radio 92 is configured in
firmware and/or software to put switch 94 in transmit mode
only when processor 84 configures radio 92 to transmit a
wireless message and to keep switch 94 in receive mode at
all other times with processor 84 configured in firmware
and/or software to put radio 92 into a wireless message
signal unique preamble detection mode, preferably channel
activity detection (CAD) mode, to listen for incoming wire-
less messages. When radio 92 has been put into signal
detection mode, such as preferably CAD mode, radio 92 is
configured to listen for and receive incoming wireless mes-
sages, such as from base unit(s) 24a-24g. When an incoming
wireless message is detected that contains packet(s) each
having the same unique modulate preamble, i.e., valid
preamble, used in transmitted wireless messages of wireless
communications system 86 of controller 22a-22¢ and base
unit(s) 24a-24g of the same alarm system 20 and alarm
system network 26, processor 84 and/or radio 92 of wireless
communication system 86 listening in CAD mode are con-
figured in firmware and/or software to then receive the
unique preamble packet-containing wireless message.

RX/TX switch 94 of communications system 86 is con-
figured, preferably in firmware and/or software, by radio 92
and/or processor 84, to normally operate in receive mode,
e.g. automatically default to receive mode, where RX/TX
switch control line (not shown) controlling RX/TX switch
configuration remains low thereby enabling a wireless mes-
sage having packet(s) containing such a valid preamble
transmitted by any base unit(s) 24a-24g received by antenna
96 to be communicated via antenna line 117 through switch
94 over receive/transmit path 116 to radio 92 and on to
processor 84. When a wireless message is to be transmitted,
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processor 84 and/or radio 92 is configured, preferably in
firmware and/or software, to change RX/TX switch control
line from low to high putting switch 94 into transmit mode.
When switch 94 is put in transmit mode, message formed by
radio 92 using data from processor 84 is communicated by
radio 92 over RX/TX path 116 to switch 94 which in turn
relays message via antenna line 117 to antenna 96 from
which the message is wirelessly broadcast.

When switch 94 is put into transmit mode, digital data to
be transmitted wirelessly in a wireless message is commu-
nicated by processor 84 over processor-radio communica-
tions bus 114 to radio 92. Radio 92 encodes the data into one
or more such unique or valid preamble containing packets in
forming digital-data containing message sent by radio 92
over RX/TX path 116 to switch 94. With switch 94 in
transmit mode, each packet of the message is wirelessly
communicated by radio 92 through switch 94 to antenna 96
where antenna 96 wirelessly transmits the message at such
a desired radio frequency and at such desirably wireless
message transmission range extending bandwidth(s) in
accordance with that discussed above.

During wireless message transmission, each packet of the
wireless message is sent one at a time with the next packet
not being transmitted until receipt of the previously sent
packet is wirelessly acknowledged by wireless communica-
tion system of receiving base unit(s) 24a-24g. If receiving
base unit(s) 24a-24g fails to acknowledge receipt of a
transmitted packet, wireless communications system 86 is
automatically initiates a retry sequence and retransmits
previously transmitted packet until base unit(s) 24a-24g
wirelessly acknowledges packet receipt. Each packet of the
wireless message is sent in this manner until receipt of all of
the packets of the wireless message is acknowledged by
receiving base unit(s) 24a-24g. The converse of this proce-
dure is carried out when receiving a wireless message with
receiving wireless communications system 86 wirelessly
sending transmitting wireless communication system
acknowledgment of successtul packet receipt telling trans-
mitting wireless communication system to wirelessly broad-
cast the next packet of the wireless message. This is repeated
until each packet of the wireless message is successfully
received.

Once transmission of the wireless message is finished,
RX/TX switch control line preferably automatically goes
low putting switch 94 back into receive mode linking
antenna 96 via receive RX/TX path 116 to radio 92 enabling
radio 92 of wireless communication system to listen for a
valid preamble of a packet of any incoming wireless mes-
sage that would indicate the wireless message was from one
of the members 22a-22¢ and/or 24a-24g of wireless alarm
system network 26 of alarn system 20. In the case of master
controller 22a-22¢, once wireless message transmission is
completed, RX/TX switch control line automatically goes
low putting switch 94 back into receive mode linking
antenna 96 via receive RX/TX path 116 to radio 92 enabling
radio 92 to listen for a valid preamble of a packet of any
incoming wireless message that would indicate the wireless
message is from one of base unit(s) 24a-24g paired with
controller 224-22c¢.

In a preferred method of wireless communication system
operation, either one or both processor 84 and radio 92 are
configured, such as in firmware and/or software, to change
the logic state of RX/TX switch control line from high to
low when wireless message transmission is finished thereby
putting switch 94 into receive mode causing radio 92 to
listen for valid preamble-containing wireless messages from
any base unit(s) 24a-24g. In one such communications
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system method implementation, radio 92 is configured, such
as in firmware and/or software, to automatically change
switch 94 to receive mode and listen for base unit wireless
messages when radio 94 has finishing transmitting. In
another such communications method implementation, pro-
cessor 84 is configured, such as in firmware and/or software,
to automatically cause radio 92 to put not only switch 94 into
receive mode, e.g., by causing radio 92 to put switch 94 into
receive mode, but also put radio 92 into receive mode
causing radio 92 to listen for wireless messages having a
valid preamble once transmission is finished.

In one preferred wireless communications system method
implementation, radio 92 is configured to put switch 94 into
receive mode when acknowledgment is received that the last
packet of a message wirelessly transmitted by radio 92 is
sent and either radio 92 is configured to automatically return
to its receive mode, e.g., listening mode, or processor 84 is
configured to automatically put radio 92 into receive mode
when acknowledgment is received that the last packet has
been sent. In one such preferred method implementation,
processor 84 is configured to put radio 92 into receive mode
when radio 92 communicates to processor 84, e.g., issues an
interrupt, acknowledgment that the last packet wirelessly
transmitted by radio 92 has been successfully received by
receiving base unit 24a-24g (and last packet receipt has been
wirelessly acknowledged by receiving base unit 24a-24g).
In such a preferred method implementation, master control-
ler 22a-22c, preferably processor 84, is configured, such as
in firmware and/or software, to put at least one and prefer-
ably put both radio 92 and switch 94 into receive mode to
listen for valid-preamble containing packet(s) of wireless
messages detected upon power up of master controller
22a-22¢ and its wireless communication system 86.

To once again reiterate, each base unit 24a-24f of alarm
system 20 paired with master controller 22a-22¢ to form
alarm system network 26 preferably also is equipped with
such a wireless communications system that is constructed,
configured and/or operated same as or substantially similar
to wireless communication system 86 and also is con-
structed, configured, and/or operated in ultralow power
mode as discussed in more detail below.

Power Conserving Wireless Message Data Packet
& Packet Format

With additional reference to FIGS. 10 and 11, the wireless
communication system of not just master controller 22a-22¢
but preferably also of each member of alarm system 20,
including each base unit(s) 24a-24f, is configured, including
in processor and/or radio firmware and/or software, to build
wireless alarm system messages for wireless broadcast so
each wireless message packet 124 and/or 124' of each
wireless message is formatted in accordance with energy
conserving transmission range extending packet format(s)
125 and/or 125' to have a data-holding payload 128 that is
smaller, preferably much smaller, than the preamble 126.
Formatting each energy conserving transmission range
extending packet 124 or 124' in accordance with respective
packet format 125 and 125' so packet payload 128 is smaller
than packet preamble 126 advantageously helps maximize
transmission range when wirelessly transmitting alarm sys-
tem messages at a transmission bandwidth of no greater than
600 kHz, preferably no greater than 550 kHz, and more
preferably no greater than about 500 kHz at a megahertz or
higher RF wireless message transmission frequency or fre-
quencies. Formatting each packet 124 or 124' so its payload
128 is smaller than its preamble 126 advantageously also



US 11,570,710 B2

29

helps maximize battery life by significantly reducing the
amount of time each communications system needs to be
powered up when operating in receive mode listening for
wireless messages.

With respect to wireless communication system 86 of
master controller 22a-22¢, but preferably also applicable to
the wireless communication system of each member of
alarm system 20 paired therewith, processor 84 and/or radio
92 of wireless communication system 86 is/are configured in
firmware and/or software to format each digital-data con-
taining packet 124 or 124' of each wireless message being
built for wireless message broadcast to have packet
format(s) 125 or 125" with an ultra-small payload 128 of no
greater than about twelve bytes, preferably no greater than
ten bytes, more preferably no greater than eight bytes,
preferably about six bytes, e.g. data-holding bytes 133, 135,
137, 139, 141, and 143, thereby enabling preamble 126 of
packet 124 or 124", to have a length and/or transmission time
duration at least twice that of payload 128. Formatting each
packet 124 or 124' to have such a packet format 125 or 125'
such that the preamble 126 of each packet 124 or 124' is
longer in length and/or transmission time duration than the
payload 128 thereby enables the communication system of
each alarm system member to be operated in a battery power
conserving receive mode, such as the ultralow power mode
discussed in more detail below, whose operational param-
eters preferably are based thereon. Formatting each battery
life optimizing transmission range extending packet 124 or
124' with a larger or longer preamble 126, which preferably
is at least twice as large or long as the payload 128, also
advantageously helps enable the wireless radio to be able to
lock onto even a relatively weak wireless message contain-
ing signal thereby advantageously increasing signal detec-
tion reliability and wireless message delivery even under
weak-battery wireless message transmitting conditions.

With specific reference to FIG. 10, the packet 124 of each
wireless message broadcast by an alarm system member is
configured to have a packet format 125 with a preamble 126,
preferably unique modulated preamble 126, longer in size
and transmit time duration than a payload 128 having at least
a plurality of pairs, i.e. at least three, of digital data holding
bytes 133, 135, 137, 139, 141, and/or 143. As discussed in
more detail below, use of packets 124 each formed having
packet format 125 as depicted in FIG. 10 to form wireless
alarm system messages where each packet 124 of each
wireless message is configured so the preamble 126 of each
packet 124 has at least twice the length, e.g., size, and
transmit time of the payload 128 to help reduce electrical
power usage during wireless communications system opera-
tion. Packets 124 formed having such a power-conserving
packet format 125 advantageously enable the wireless com-
munications system of each member of alarm system 20 to
be operated in mode that conserves power during each cycle
of wireless communications system operation where the
wireless communications system is listening for wireless
messages from other members of alarm system 20.

With continued reference to FIG. 10, payload 128 of
packet 124 preferably has at least one byte, preferably a
plurality of bytes, and more preferably at least a plurality of
pairs, i.e., at least three, of bytes, e.g., data-holding bytes
133, 135, 137, and/or 139, configured in accordance with
packet format 125 to collectively hold an alarm system
identifier 127, preferably an ID number, e.g. Ararm ID 127,
unique to each specific alarm system 20 that is used by each
alarm system member 22a-22¢ and/or 24a-24f, to determine
if packet 124 received thereby was broadcast by another
alarm system member. Payload 128 also has a message 127
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that includes at least one byte, e.g., data-holding byte 141,
holding a message identifier, e.g., MSG 1D 141, and at least
one byte, e.g., data-holding byte, of additional payload
which preferably holds a number of a device or member,
e.g., DEV NUM 143, identifying the particular alarm system
member 22a-22¢ and/or 24a-24f which packet 124 was
broadcast from or was intended for receipt. Packet 124
preferably has packet format 125 where payload 128 is
configured with (a) at least one and preferably at least a
plurality of bytes, e.g., byte(s) 133, 135, 137, and/or 139,
each holding at least a portion of Ararm ID 127, preferably
each holding a different portion of Avarwm ID, (b) at least one
byte, e.g., byte, holding MSG ID 141, and (c) at least one
byte, e.g., byte, holding DEV NUM 143 of the alarm system
member which broadcast the packet 124 or of the alarm
system member which is intended to receive and decode the
packet 124. Although not shown, it is contemplated that
packet format 125 can be configured with one or more
additional payload bytes in addition to that shown in FIG. 10
and discussed above where additional wireless message
packet functionality is desired.

Avarm ID 127 preferably is generated during alarm sys-
tem manufacture, initial alarm system set up and/or initial
alarm system startup to provide a digital identifier unique to
each alarm system 20 to prevent wireless messages broad-
cast by any alarm system member 22a-22¢ and/or 24a-24f of
one alarm system 20 of the present invention from interfer-
ing with operation of any nearby alarm system member
22a-22¢ and/or 24a-24f of another alarm system 20 of the
present invention. In one preferred embodiment and method,
an alarm system member is configured in firmware and/or
software to generate Ararm ID 127 from or using a unique
predefined device identifier, e.g. pre-assigned serial number
or MAC ID, of alarm system member. In one such preferred
embodiment and method, Ararm ID 127 is a unique 32-bit
value or number generated by hashing a unique preexisting
device identifier, e.g., manufacturer-provided serial number
or MAC 1D, of processor 84 onboard controller 22a-22c.

Once generated, Ararm ID 127 can be and typically is
stored in base unit 24a-24f, and preferably may also be
stored in onboard controller 22a-22¢, e.g., stored onboard
radio 92, with wireless communication system 86 config-
ured in firmware and/or software to format each packet 124
to include 32-bit Ararm ID 127 formed of four 8-bit seg-
ments ArarM 1D0 133, Avarm ID1 135, Avarm ID2 137, and
Ararm ID3 139 as depicted in FIG. 10. As discussed in more
detail below, Ararm ID 127 is communicated during pairing
to each member, e.g., each base unit 24a-24f, being paired
with controller 22a-22¢ such that Ararm ID 127 is thereafter
stored onboard each paired alarm system member. Once
paired with controller 22a-22¢, each packet 124 of each
wireless message transmitted or received by any paired
member 22a-22¢ and/or 24a-24f of alarm system 20 con-
tains packet(s) 124 each with the same Ararm ID 127 in its
packet payload 128.

With continued reference to FIG. 10, packet 124 is
configured to provide multi-part wireless message alarm
system verification where an incoming packet lacking a
valid preamble is automatically discarded and only decoded
when a valid preamble is detected in order to check whether
the incoming packet has a matching Avarm 1D 127. Where
wireless message is broadcast from controller 22a-22¢, each
incoming wireless message packet received by the wireless
communication system of the other alarm system network
members, e.g. base unit(s) 24a-24f, and detected as having
a valid preamble in one part of such verification is checked
to determine if its payload contains a valid matching Ararm
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ID in a second part of such verification. If the payload does
contain a valid matching Ararm ID, the payload is further
checked to determine if its payload also contains a DEV
NUM that is the same as its own DEV NUM indicating the
wireless message was intended for it in a third part of such
verification. If the payload contains a matching DEV NUM,
the payload of the packet is decoded to determine its MSG
1D 141. Depending upon the decoded value of MSG ID 141,
the MSG ID 141 can contain either a command identifier,
e.g., CommanD ID, of a task or command to be carried out by
the receiving member, or a response identifier, e.g., REsPoNsE
1D, providing acknowledgment to the receiving member in
response to a prior wireless message from the receiving
member containing packet(s) 124 with a MSG ID 141 being
a CommManD ID of a task or a command to which Response ID
relates. Messages may include, for example: (1) poll, (2)
magnet alarm, (3) pair, (4) PIR alarm, (5) white light, (6)
ping, (7) base off mode

With reference once again to FIG. 11, packet 124' is
similar to packet 124 shown in FIG. 10 but has a packet
format 125' that includes at least one form or block of error
correction 130, such as CRC block 131 located at the end of
packet 124' in FIG. 11. In a preferred embodiment, each
packet of each wireless message of alarm system 20 can be
a packet 124' of a packet format 125' that includes such error
correction 130, such as in the form of CRC block 131
located at the end of packet 124'.

Although not shown in FIGS. 10 and 11, it also is
contemplated that each packet 124 or 124' of each wireless
alarm system message can have a corresponding packet
format 125 or 125' where there also is a header (and header
error correction) located between the preamble 126 and
payload 128 of each packet 124 or 124'. Where a header is
present in each such packet 124 or 124" having packet format
125 or 125', the payload length and payload transmit time
discussed below preferably also includes that of the header.
Where both a header and header error correction are present
in each such packet 124 or 124' having corresponding packet
format 125 or 125', the payload length and payload transmit
time discussed below not only includes the length and
transmit time of the header but also includes the length and
transmit time of the header error correction.

As such, where each packet 124 or 124' of each wireless
alarm system message broadcast by a member, e.g., 22a-22¢
and/or 24a-24f, of alarm system 20 has a packet format 125
or 125' that includes a header (not shown), preferably an
explicit payload header (not shown), located between the
preamble 126 and payload 128 of each wirelessly transmit-
ted packet 124 or 124', the header in each such header-
equipped packet 124 or 124 is effectively considered as
being part of the payload 128 when discussing payload
length and payload transmit time elsewhere herein. Where
each packet 124 or 124' of each wireless alarm system
message broadcast by a member, e.g., 22a-22¢ and/or 24a-
24f, of alarm system 20 having a packet format 125 or 125'
has both a header and header error correction disposed
between the preamble 126 and payload 128 of each packet
124 or 124', the header and header error correction are
effectively both considered as being part of the packet
payload 128 when referring to payload length and payload
transmit time elsewhere herein.

Ultralow Power Mode Operation
The wireless communications system 86 of master con-

troller 22a-22¢, and preferably also of each alarm system
member, 22a-22¢ and/or 24a-24f, is preferably configured in
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firmware and/or software to operate using a battery power
conserving ultralow power method of operation when lis-
tening for wireless messages by operating in an ultralow
power “listening” mode until taken out of ultralow power
mode to receive packet(s) of an incoming wireless message
or upon wireless communications system being switched to
transmit mode in order to broadcast one or more packets of
a wireless message. Processor, e.g. processor 84, and/or
radio, e.g. radio 92, of wireless communication system, e.g.
wireless communication system 86, are configured to oper-
ate in an ultralow power mode method of operation in
accordance with the present invention where processor 84
and/or radio 92 are respectively configured in firmware
and/or software to carry out such an ultralow power mode
method of operation as discussed in more detail below.
During ultralow power mode operation, wireless communi-
cations system is repeatedly cycled between (a) a power-
conserving mode for one part of an ultralow power mode
cycle period of time and wireless communication system
operating loop, and (b) a wireless message “listening” signal
detection mode for another part of the same ultralow power
mode cycle time period and wireless communication system
operating loop during which the wireless communications
system is in a signal detection mode where radio 92 listens
to detect whether incoming wireless messages transmitted
by another alarm system member have any packet(s) 124 or
124" with a valid preamble 126. When wireless communi-
cations system is operating in signal detection mode during
an ultralow power mode cycle and detects a valid preamble
126 of an incoming packet 124 or 124', the wireless com-
munications system is taken out of ultralow power mode
into full time receive mode until receipt of every packet 124
or 124' of the incoming wireless message is finished. When
finished, wireless communications system preferably is then
put back into ultralow power mode.

In a preferred method of wireless communication system
operation, processor and/or radio is/are configured in firm-
ware and/or software to automatically put the wireless
communication system in ultralow power mode upon being
powered up, to automatically return to ultralow power mode
after finishing complete receipt of a wireless message from
another alarm system member, and to automatically return to
ultralow power mode after broadcasting a wireless message
to one or more other alarm system members. As discussed
in more detail below, processor and/or radio is/are config-
ured in firmware and/or software to take the wireless com-
munication system out of ultralow power mode when receiv-
ing a wireless message having one or more packets 124 or
124" detected as possessing a valid preamble 126 and to
return to ultralow power mode upon complete receipt of the
wireless message. Where reference is made elsewhere herein
to the wireless communication system being configured in
firmware and/or software, it means that processor, e.g.,
processor 84, and/or radio, e.g., radio 92, of wireless com-
munications system, e.g., wireless communications system
86 of master controller 22a-22c¢, preferably are at least the
components thereof respectively configured in firmware
and/or software to carry out wireless communication system
operation encompassing any such method of wireless com-
munication system operation disclosed herein including
ultralow power mode operation. While the below-discussion
of ultralow power mode is made in reference to operation of
the wireless communications system 86 of master controller
22a-22c¢, including related components, e.g., processor 84,
radio 92, RX/TX switch 94, and/or antenna 86, it also
applies to wireless communications system used in every
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other member of alarm system 20 paired with controller
22a-22¢ including each base unit 24a-24f.

In a preferred method of implementing ultralow power
mode, wireless communication system 86 is configured in
firmware and/or software to operate in sleep mode during
power-conserving mode operation of each ultralow power
mode wireless communication system operating cycle or
operating loop where the wireless communications system is
substantially completely powered down and uses less than
10%, preferably using less than 5%, and more preferably
using less than 1%, of the electrical power normally used
thereby when operating in receive mode or transmit mode.
The wireless communication system 86, preferably proces-
sor 84 and/or radio 92, is configured in firmware and/or
software to default to operating in at least signal detection
mode and preferably in ultralow power mode upon (a)
power up of alarm system member, e.g., master controller
22a-22¢ in present case, and/or power up of wireless com-
munication system 86, (b) after receiving all packets of a
wireless message, and (c) after finishing wireless message
transmission. During power-conserving mode operation of
each ultralow power mode operating cycle or loop, proces-
sor 84 and/or radio 92 are configured in firmware and/or
software to at least put radio 92 into sleep mode that
preferably is a preconfigured sleep mode of the radio 92. If
desired, processor 84 and/or radio 92 can also be configured
in firmware and/or software to operate any other electrically
powered component of wireless communication system 86,
including RX/TX switch 94, and/or antenna 96, in a manner
that reduces power usage, e.g., turn(s) off and/or put(s) each
into sleep mode, during power-conserving mode operation
of each ultralow power mode operating cycle.

While processor 84 and/or radio 92 can be configured in
firmware and/or software to operate wireless communica-
tions system 86 in a power-conserving mode where at least
radio 92 is put into receive mode during power-conserving
mode operation of each ultralow power mode wireless
communications system operating cycle or loop, processor
84 and/or radio 92 preferably are configured in firmware
and/or software to operate in a signal detection mode,
preferably CAD mode, during power-conserving mode
operation of each ultralow power mode operating cycle
where wireless communications system 86, preferably radio
92, examines the preamble of each incoming packet to detect
whether it is a valid preamble 126. As previously indicated,
processor 84 and/or radio 92 is configured when in signal
detection mode to examine the preamble of each incoming
packet to determine whether the preamble detected is a valid
preamble 126 that is the same as the unique modulated
preamble 126 that radio 92 and/or processor 84 is set in
firmware and/or software to look for as being a valid
preamble 126 during signal detection mode. As also previ-
ously indicated, valid preamble 126 is not only the same as
the unique modulated preamble 126 that radio 92 and/or
processor 84 is configured in firmware and/or software to
look to match when a preamble of an incoming packet is
detected during signal detection mode operation, it also is
the same preamble 126 used in packets 124 or 124' trans-
mitted therefrom when taken out of ultralow power mode
and put into transmit mode.

In a preferred ultralow power method implementation,
processor 84 and/or radio 92 is/are configured in firmware
and/or software to at least temporarily take wireless com-
munications system 86 out of ultralow power mode and keep
wireless communications system 86 in receive mode long
enough to determine whether an incoming packet detected
as having a valid preamble 126 also has a payload 128 with
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a valid alarm system identifier, preferably valid Ararm ID
127, that matches the same alarm system identifier, prefer-
ably Avarm ID 127, inserted by wireless communications
system 86 into each packet 124 or 124' of each wireless
message broadcast thereby when operating in transmit
mode. If the packet detected as having a valid preamble 126
lacks any valid alarm system identifier, i.e., lacks a valid
Ararm 1D, then processor 84 and/or radio 92 of wireless
communications system 86 is/are configured in firmware
and/or software to resume ultralow power mode operation.
Where an incoming packet detected as having a valid
preamble 126, e.g., preamble 126 that is same unique
modulated preamble that processor 84 and/or radio 92 is
configured in firmware and/or software to detect as being
valid, and payload 128 is determined to contain a valid
Ararm ID 127, such that it is confirmed the incoming packet
is indeed a valid packet 124 or 124' of a wireless message
packet 124 or 124' of alarm system 20, the processor 84
and/or radio 92 is/are configured in firmware and/or soft-
ware to take wireless communications system 86 out of
ultralow power mode and put wireless communications
system 86 into full-time or continuous receive mode in order
to receive and decode each packet 124 or 124' of incoming
message of alarm system 20.

If desired, the processor, e.g., processor 84, of each alarm
system member, e.g., master controller 224-22¢ in present
case, which is configured in firmware and/or software to
operate in ultralow power mode also can be configured, such
as in firmware and/or software, including under the direction
of radio, e.g. radio 92, preferably also configured in firm-
ware and/or software, to also operate processor, e.g., pro-
cessor 84, in such a power-conserving mode, e.g. sleep
mode, while the wireless communication system, e.g., wire-
less communications system 86, is operating in ultralow
power mode thereby significantly reducing processor power
usage during ultralow power mode operation to even further
conserve battery power usage and extend battery life even
more. In such an ultralow power mode method of operation
that includes power-conserving ultralow power mode pro-
cessor operation, processor, e.g., processor 84, preferably is
configured in firmware and/or software to operate or con-
figured by radio, e.g., radio 92, configured in firmware
and/or software to operate in such a processor power-
conserving mode, e.g. processor sleep mode, when or while
the wireless communications system, e.g., wireless commu-
nications system 86, is operating in ultralow power mode.
Radio, e.g., radio 92, preferably also is configured in firm-
ware and/or software to wake up the processor, e.g., pro-
cessor 84, upon the radio, e.g. radio 92, receiving any
incoming packet of any wireless message, including upon
detecting a valid preamble 126 of a valid incoming wireless
message packet 124 or 124'. e.g. having both a valid
preamble 126 and a payload 128 containing a matching or
valid Ararm ID 127 as well as upon occurrence of any of the
conditions disclosed elsewhere herein that would ordinarily
wake up the radio, e.g., radio 92, and/or otherwise cause exit
of ultralow power mode wireless communications system
operation. In such an ultralow power mode method of
operation that includes power-conserving processor opera-
tion, e.g., also includes ultralow power mode processor
operation, processor, e.g., processor 84, preferably is further
configured to wake up on its own upon generation of any
non-wireless communication system related interrupt
including (a) any interrupt generated as a result of a user
interacting with alarm system member 22a-22¢ and/or 24a-
24f, which is equipped with such an ultralow power mode-
equipped or configured processor, radio, wireless commu-
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nications system, and/or (b) any interrupt generated by
occurrence of a sensor detection event and/or alarm event.

While the rest of the discussion in this section of the
detailed description is specifically directed to the ultralow
power mode as implemented by master controller 22a-22¢ in
a preferred method of operation of wireless communication
system 86 of controller 22a-22c¢ it also is applicable to each
alarm system member, including each base unit 24a-24f
paired with one particular master controller 22a-22¢ to form
a network 26 of alarm system 20 of the present invention.
During operation of wireless communication system 86 in
ultralow power mode, when the wireless communication
system 86 is in power-conserving mode, preferably in sleep
mode, during each ultralow power mode operating cycle, at
least radio 92 of the communications system 86 uses no
more than 15%, preferably no more than 10%, and more
preferably no more than 5% of the power normally used
when not in power conserving or sleep mode. Processor 84
and/or radio 92 is/are configured, preferably in firmware
and/or software, to operate wireless communications system
86 in ultralow power mode by keeping communications
system 86, preferably at least radio 92, in power-conserving
mode, preferably sleep mode, for at least 50%, preferably for
at least 60%, and more preferably for at least 66% of each
ultralow power mode operating cycle during the time of
operation in ultralow power mode. In other words, during
each ultralow power mode cycle time period of each
ultralow power mode cycle of ultralow power mode opera-
tion, one or both of processor 84 and/or radio 92 are
configured in firmware and/or software to operate wireless
communication system 86, preferably at least radio 92, in
power-conserving mode, preferably sleep mode, for at least
50%, preferably for at least 60%, and more preferably for at
least 66% of each ultralow power mode of each ultralow
power mode cycle during ultralow power mode operation.
Operation of communications system 86 (and/or processor
84) in such an ultralow power mode advantageously
increases battery life while also still ensuring incoming
wireless messages are reliably detected and properly
received.

In a preferred wireless communications system method of
operation, wireless communication system 86 is operated in
ultralow power mode at substantially all times other than
when actually sending or receiving a wireless message. The
same is true where processor 84 also is configured to operate
in ultralow power mode operation. With reference once
again to FIGS. 10 and 11, in a preferred ultralow power
mode method of wireless communications system operation,
each packet 124 or 124' of each wireless message broadcast
by each member of alarm system 20 is formed to be of
corresponding packet format 125 or 125" having a preamble
126 upstream of the payload 128 of a length and transmit
time, e.g., broadcast time, greater than one half the (a) total
packet length and/or (b) total packet transmit time. Format-
ting each wireless message packet 124 or 124' in accordance
with corresponding packet format 125 or 125' as depicted in
respective FIGS. 10 and 11 to have such an ultra-small
payload 128 that is smaller, preferably less than half the
length, e.g. size, and transmit time of the preamble 126, such
that preamble length and transmit time is greater than (a)
one-half total packet length and/or (b) one-half the total
packet transmit time thereby enables implementation of
ultralow power mode wireless communication system
operation where the wireless communication system 86,
preferably at least radio 92, can and preferably does remain
in power-conserving mode, preferably sleep mode, for at
least 50%, preferably for at least 60%, and more preferably
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for at least 66%, of each ultralow power mode cycle or cycle
time period and still be in a wireless message listening
mode, preferably in signal detection mode, long enough
during each ultralow power mode cycle or cycle time period,
to still be able to detect a valid preamble of an incoming
packet preferably during the first time the packet was
wirelessly sent.

During ultralow power mode operation, the total cycle
time period of each ultralow power mode cycle preferably is
a function of at least one of the transmit time of the preamble
126 of packet 124 or 124' and/or the total packet transmit
time of packet 124 or 124' to help prevent the power-
conserving mode from occurring during any ultralow power
mode cycle at substantially the same time the preamble 126
of the packet 124 or 124' is being wirelessly transmitted by
the wireless communication system of another member of
alarm system 20. In one such preferred ultralow power mode
method of operation, the total cycle time of each ultralow
power mode cycle is a function of at least one of the transmit
time of the preamble 126 of packet 124 or 124' and/or total
packet transmit time of packet 124 or 124'. In either ultralow
power mode method implementation, the wireless commu-
nications system 86 preferably is configured in firmware
and/or software to have an ultralow power mode cycle time
no greater than a maximum total packet transmit time of
packet 124 or 124' for the particular bandwidth and fre-
quency each wireless alarm system message packet 124 or
124' is being transmitted at and preferably is configured to
have an ultralow power mode cycle time no greater than,
preferably substantially same as, the actual total packet
transmission time it takes for each wireless communications
system of each alarm system member to transmit such a
packet 124 or 124'. In either ultralow power mode method
implementation, by preventing the power-conserving mode
of each ultralow power mode cycle from becoming synchro-
nized with transmission of the preamble 126 of wirelessly
transmitted packet(s) 124 or 124' during operation of wire-
less communications systems of all members, e.g., 22a, 225,
22¢,24a,24b, 24c, 24d, 24e, and/or 24f, of alarm system 20,
it helps ensure that the listening mode of each ultralow
power mode cycle, during which the wireless communica-
tions system 86 is in signal detection mode, occurs when the
preamble 126 of a packet 124 or 124' transmitted by the
wireless communication system of another alarm system
member is being received by wireless communications
system 86 operating in ultralow power mode.

In one preferred ultralow power mode method of opera-
tion, processor 84 and/or radio 92, is/are configured, such as
in firmware and/or software, to put communication system
86, preferably at least radio 92, into power conserving mode,
e.g., sleep mode, for a time period during each ultralow
power mode cycle that is greater than one half of packet
transmit time and greater than one half of preamble transmit
time, but preferably no greater than the preamble transmit
time. In another preferred ultralow power mode method of
operation, master controller 22a-22¢, preferably processor
84 and/or radio 92, is/are configured, such as in firmware
and/or software, to put communication system 86, prefer-
ably at least radio 92, into power conserving mode, e.g.,
sleep mode, for a time period during each ultralow power
mode cycle that is greater than one half of packet transmit
time and also greater than one half of preamble transmit
time, but no greater than preamble transmit time.

In a preferred wireless message packet configuration well
suited for use with a wireless communication system 86
operating in such an ultralow power mode method of
operation in accordance with the present invention, each
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packet 124 or 124' of each message wirelessly received or
transmitted by communication system 86 has a maximum
wireless packet transmission time of no greater than about
400 milliseconds (ms) and an actual packet transmit time of
no greater than about 370 ms that preferably ranges between
345 ms and 365 ms and more preferably ranges between 350
ms and 360 ms. In one such preferred packet configuration,
each packet 124 or 124' has an actual transmit time of about
354 ms, e.g., 354 ms 5 ms.

In one such preferred packet configuration, the preamble
126 of each packet 124 or 124' of each wireless message, has
a maximum preamble transmission time of no greater than
260 ms and an actual preamble transmit time of no greater
than about 265 ms that preferably ranges between 235 ms
and 260 ms and more preferably ranges between 240 ms and
250 ms. In one such preferred packet configuration, each
packet 124 or 124' has an actual preamble transmit time of
about 247 ms, e.g., 247 msx5 ms. In at least one such
preferred packet configuration, each packet 124 or 124' has
an actual packet transmit time of about of about 354 ms, e.g.,
354 ms 5 ms, and an actual preamble transmit time, of about
247 ms, e.g., 247 ms 5 ms.

In one preferred ultralow power mode method of wireless
communication system operation, at least radio 92 of com-
munication system 86 is cycled between power-conserving
sleep mode and signal detection mode, e.g., CAD mode, for
acycle period of time during ultralow power mode operation
that preferably is no greater than the maximum wireless data
packet transmit time of incoming packet(s) 124 or 124' in a
packet-containing message wirelessly broadcast by an alarm
system member, such as preferably transmitted by a base
unit 24a-24g paired with master controller 22a-22¢. In one
such preferred ultralow power mode method implementa-
tion, each ultralow power mode cycle has a cycle period of
time that preferably is substantially the same as the actual
packet RF wireless transmission time of each wireless
message packet 124 or 124'.

In a preferred method of ultralow power mode wireless
communication system operation, processor 84 and/or radio
92, is/are configured, such as in firmware and/or software, so
at least radio 92 of wireless communication system 86
remains in power-conserving mode, e.g., sleep mode, for a
longer duration of time during each ultralow power mode
cycle than the duration of time wireless communication
system 86 is operated in signal detection mode listening for
a valid preamble. In one preferred method implementation,
master 22a-22c¢, preferably processor 84 and/or radio 92,
is/are configured in firmware and/or software to put at least
radio 92 in sleep mode for a duration of time during each
cycle that is greater than the duration of time in signal
detection mode with the sleep mode duration of time during
each ultralow power mode cycle being (a) at least half of
each ultralow power mode cycle period and (b) more than
one-half actual packet transmission time, but preferably no
greater than the packet preamble transmit time, e.g., the time
it takes to wirelessly transmit the packet preamble 126 by
sending alarm system member.

Configuring processor 84 and/or radio 92, in firmware
and/or software to put at least radio 92 of communication
system 86 in sleep mode for such a preamble and/or packet
transmission related duration of time during power-conserv-
ing mode operation of each ultralow power mode cycle of
wireless communications system operation advantageously
prevents synchronization of sleep mode cycles with the
preamble transmission thereby helping ensure consistent
reliable wireless signal detection, preferably also helping
ensure consistent reliable preamble detection, occurs during
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operation of wireless communication system 86 in ultralow
power mode. In one such preferred method implementation
where the duration of time that at least radio 92 is put into
sleep mode is more than one-half packet transmission time
but less than packet preamble transmission time, the sleep
mode operation duration of time during each ultralow power
mode cycle is greater than one-half packet preamble trans-
mission time, preferably is at least two-thirds of packet
preamble transmission time, and more preferably is at least
85% of packet preamble transmission time to prevent sleep
mode and/or signal detection “listening” mode during
ultralow power mode cycling from becoming synchronized
with preamble transmission including during transmission
of a plurality, typically at least a plurality of pairs, i.e., at
least three, of sequentially transmitted packets 124 or 124' of
a wirelessly transmitted alarm system message. In another
such preferred implementation, the sleep mode operation
duration of time of each cycle of ultralow power mode
communications system operation can be and preferably is
greater than the preamble transmission time with master
22a-22¢, preferably processor 84, configured in firmware
and/or software to set the sleep mode operation duration of
time of each ultralow power mode cycle so it is not equal to
packet preamble transmission time but instead set within a
range of between about 90% and 110% of preamble trans-
mission time to prevent preamble transmission synchroni-
zation from occurring. Such preferred ultralow power mode
method implementations advantageously provide significant
wireless communication system energy savings and
improved battery life.

In such an implementation of a preferred method of
ultralow power mode wireless communication system
operation, when at least radio 92 of wireless communication
system 86 is not in sleep mode, at least radio 92 of the
communication system 86 is in signal detection mode. In
one such implementation, processor 84 and/or radio 92,
is/are configured in firmware and/or software to put at least
radio 92 in sleep mode for one part of each ultralow power
mode cycle before duty cycling at least radio 92 of com-
munication system 86 for the rest of the cycle in signal
detection mode by putting at least radio 92 of communica-
tion system 86 in signal detection mode for the rest of the
cycle.

In a preferred ultralow power mode wireless communi-
cation system method implementation, at least radio 92 of
communication system 86 is put into signal detection mode
for a duty cycle of no more than 40%, preferably no more
than 35%, more preferably no more than 30%, of the total
ultralow power mode cycle period such that at least radio 92
of communications system 86 is operational in signal detec-
tion mode for no more than 30%, preferably no more than
35%, more preferably no more than 40%, of each ultralow
power mode cycle. In one such preferred method implemen-
tation, to help achieve significant reduction in energy use,
master controller 22a-22¢, preferably processor 84, is con-
figured to put at least radio 92 of communication system 86
into signal detection mode during each ultralow power mode
cycle for no more than 45%, preferably no more than 35%,
more preferably no more than 30%, of the total packet
transmission time of packets 124 or 124' of a wireless
message transmitted from base unit 24a-24g.

In such a preferred implementation, master controller
22a-22¢, preferably processor 84, is configured to put at
least radio 92 of communication system 86 into signal
detection mode during each ultralow power mode commu-
nications system operating cycle for no more than 65%,
preferably no more than 60%, more preferably no more than
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about 55%, of the preamble transmission time of packets
124 or 124' of an incoming wireless base unit message.
Doing so advantageously helps provide reliable, consistent
wireless signal detection by helping to ensure at least radio
92 of communication system 86 is always put in signal
detection mode long enough during each cycle for at least a
portion of the preamble 126 of any packet 124 or 124'
wirelessly transmitted by a base unit 24a-24g to be received
by communication system 86 while communication system
86 is in signal detection mode for the preamble to be
detected. In another such preferred implementation, master
controller 22a-22¢, preferably processor 84, is configured to
put at least radio 92 into signal detection mode during each
cycle for no more than 50%, preferably no more than 45%,
more preferably no more than about 40%, of the preamble
transmission time of the packets 124 or 124' of an incoming
wireless base unit message.

In a preferred embodiment, master controller 22a-22c,
preferably processor 84, is configured, such as in firmware
and/or software, to cycle at least radio 92 between (a) power
conserving mode, e.g., sleep mode, and (b) signal detection
mode, during each cycle of ultralow power mode wireless
communication system operation. When radio 92 is put in
the power conserving mode, e.g., sleep mode, radio 92 uses
less electrical power than when radio 92 is in any other mode
including receive mode, e.g., signal detection mode, and
transmit mode. When radio 92 is put in sleep mode, radio 92
preferably consumes no more than 15%, preferably no more
than 10%, and more preferably no more than 5% of the
electrical power consumed by radio 92 when in either
receive or transmit mode. When radio 92 is cycled by
processor 84 between sleep and signal detection modes
during ultralow power mode operation in accordance with
one or more of the above sleep mode time durations and/or
signal detection mode duty cycles, radio 92 consumes no
more than 40%, preferably no more than 35%, and more
preferably no more than 30% of the electrical power radio 92
would ordinarily consume when operating substantially con-
tinuously, e.g., full time, in either receive or transmission
mode.

In one preferred ultralow power mode cycle method
implementation, radio 92 is put into a signal detection mode
that is the same as the receive mode of radio 92 used when
receiving wireless packet-containing messages with radio 92
configured in firmware and/or software to detect whether an
incoming packet, e.g., packet 124 and/or 124", has a valid
preamble, i.e., unique modulated preamble 126, radio 92 is
configured specifically to detect. In another preferred
method implementation, radio 92 is configured with a signal
detection mode different from the receive mode of radio 92.
In one preferred radio embodiment, radio 92 is a digital
wireless transceiver 93 configured with a signal detection
mode that preferably is a channel activity detection (CAD)
mode used to listen over antenna 96 for an incoming
wireless message from one of base units 24a-24¢g by detect-
ing whether incoming wireless message has a valid pre-
amble 126 that is a particular unique modulated preamble
126 radio 92 is configured to specifically detect. In at least
one such embodiment where radio 92 is equipped with such
a CAD signal detection mode, radio 92 can be configured to
use less electrical power in CAD mode than when in either
receive mode or transmission mode.

If a wireless signal, e.g., wireless packet-containing mes-
sage, is detected by radio 92 as having a valid preamble 126
when radio 92 is in signal detection mode during a cycle of
ultralow power mode operation, communication system 86
is taken out of ultralow power mode in order to enable radio
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92 to receive the entirety of the wireless signal by receiving
all of its packets 124 or 124'. When taken out of ultralow
power mode, radio 92 is put or remains substantially con-
tinuously in receive mode until all of the packets 124 or 124'
of'the entire wireless message are received. Where the signal
detection mode is the same as receive mode, radio 92 is
taken out of ultralow power mode when a valid preamble is
detected by keeping radio 92 substantially continuously in
receive mode until all of the packets of the incoming
wireless message are received. Where the signal detection
mode is different than receive mode, such as where the
signal detection mode is a CAD mode, radio 92 is taken out
of signal detection mode upon detection of a valid preamble
and put into receive mode until radio 92 receives all of the
packets 124 or 124' of the wireless message. After receipt of
the entire wireless message is completed, radio 92 preferably
is put back into ultralow power mode by processor 84.

In a preferred embodiment and method implementation,
the master controller processor 84 is configured, such as in
firmware or software, to operate at least radio 92 of com-
munication system 86 in ultralow power mode when a
wireless packet-containing message is not being transmitted
or received by master controller 22a-22¢. When in ultralow
power mode, processor 84 is configured to cycle radio 92
between signal detection mode and sleep mode until (a)
radio 92 detects a valid preamble 126 or a portion of a valid
preamble 126, or (b) processor 84 puts radio 92 into trans-
mission mode in order to transmit a wireless message, e.g.,
polling message, to one of base units 24a-24g. When radio
92 detects a valid preamble 126, or portion thereof, proces-
sor 84 is configured to take radio 92 out of ultralow power
mode by ceasing cycling of radio 92 into sleep mode, e.g.,
processor 84 stops putting radio 92 into sleep mode. Where
radio 92 has a signal detection mode, e.g., CAD mode,
different than its receive mode, processor 84 is configured to
put radio 92 into receive mode, in which mode it remains
until all of the packets 124 or 124' of the wireless message
are received. Where the signal detection mode is the same as
the receive mode, processor 84 is configured to exit the
ultralow power mode when radio 92 detects a valid wireless
message preamble 126 by putting and keeping radio 92 in
receive mode, in which mode radio 92 remains until all of
the packets 124 or 124' of the wireless message are received.

In one preferred implementation of a method of ultralow
power mode operation, processor 84 is configured in firm-
ware and/or software to exit ultralow power mode upon
receipt of a signal, e.g. interrupt, from radio 92 when radio
92 detects a valid preamble 126 or portion of a valid
preamble 126 of an incoming wireless message. When
processor 84 receives such a signal, e.g., interrupt, from
radio 92, processor 84 exits the ultralow power mode by no
longer putting radio 92 into sleep mode and no longer
cycling radio 92 between sleep and signal detection modes.

In another such preferred wireless communications sys-
tem embodiment and ultralow power mode operating
method implementation, processor 84 and/or radio 92 is/are
further configured in firmware and/or software with an
enhanced ultralow power mode where the signal detection
mode, e.g., CAD mode, is configured with a signal detection
mode able to detect even a fragment or fraction of a
preamble of an incoming packet and with such an enhanced
ultralow power mode configured to be at least temporarily
suspended or exited upon a fragment or fraction of a
preamble of an incoming packet being detection during
operation in signal detection mode of any ultralow power
mode operating cycle. In such a preferred embodiment and
enhanced ultralow power mode method implementation,
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processor 84 and/or radio 92 is/are configured to cause the
wireless communications system 84 to be put full time into
receive mode when a fragment or fraction of a valid pre-
amble of a partially received packet is detected by radio 92
in signal detection mode thereby enabling radio 92 to
operate full time in receive mode long enough to detect
and/or confirm whether the preamble was indeed valid when
the packet is retransmitted or resent. Such an enhanced
ultralow power mode method implementation where wire-
less communications system 86 is configured with such a
valid preamble fragment detecting signal detection mode
that enables valid preamble fragment detection to be done
during signal detection mode operation of each enhanced
ultralow power mode operating cycle further enables the
time of power-conserving mode operation during each
enhanced ultralow power mode operating cycle to be
increased further increasing battery power savings and bat-
tery life. An alarm system member having such a wireless
communications system configured to be able to operate in
such a valid preamble fragment detecting signal detection
mode during each cycle of ultralow power mode operation
advantageously enables the duty cycle of each signal detec-
tion mode portion of each ultralow power mode cycle to be
reduced and the power-conserving mode portion of each
ultralow power mode cycle to be increased thereby further
reducing battery power consumption and correspondingly
increasing battery life.

When less than a complete preamble of a portion or
fragment of less than a complete incoming packet is detected
as potentially or even likely being a valid preamble 126,
processor 84 and/or radio 92 is configured in firmware
and/or software to exit ultralow power mode and put wire-
less communications system in receive mode until the same
packet can be retransmitted or resent. The processor 84
and/or radio 92 is configured in firmware and/or software to
remain in receive mode until the preamble of the retrans-
mitted or resent packet is confirmed as being valid and the
payload of the retransmitted or resent packet examined to
determine whether it contains a valid alarm system identi-
fier, preferably a valid Avarm ID 127, e.g., contains same/
valid Ararm IDO0 133, Avarm ID1 135, Ararm ID2 137 and
Ararm ID3 139. If either the preamble or the payload of the
retransmitted or resent packet is not valid, processor 84
and/or radio 92 is configured in firmware and/or software to
return wireless communications system operation to
ultralow power mode. If both the preamble 126 and payload
128 of the resent or retransmitted packet 124 or 24' are
determined to be valid, then the processor 84 and/or radio 92
is/are configured in firmware and/or software to remain in
receive mode until each valid packet 124 or 124' of the
wireless alarm system message are received. Thereafter, of
course, the wireless communications system 86 returns to
ultralow power mode operation.

Such an enhanced ultralow power mode method of wire-
less communications system operation configured with valid
preamble fragment signal detection mode operation is par-
ticularly well suited for use(s) or application(s) of alarm
system 20 which are more tolerant of packet retransmission
of up to a plurality of pairs, i.e., up to three, of times,
preferably no more than four retries, before ensuring at least
a fragment or fraction of a valid preamble 126 of an
incoming packet 124 or 124' of a wireless message from
another alarm system member will be successfully detected,
received and decoded. In such an enhanced ultralow power
mode method implementation, where only a fragment of a
valid preamble 126 of a partial or incomplete incoming
packet is detected during signal detection mode operation of
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an ultralow power mode operating cycle that might not be
enough to lock onto the wirelessly transmitted signal of a
wireless message from another member of alarm system 20,
the wireless communications system 86 is configured to then
be put into constant receive mode long enough to determine
whether to lock onto the wireless message signal on the next
packet retry when the packet whose preamble detected in
signal detection mode as being valid is resent. In such more
tolerant alarm system applications, this advantageously
enables wireless communication system 86 to remain in
power-conserving mode, preferably sleep mode, during a
greater percentage or proportion of each ultralow power
mode cycle of wireless communications system operation
(and correspondingly reduce the duty cycle of signal detec-
tion mode).

Radio 92 can be configured, such as in hardware, firm-
ware or software, to automatically switch from signal detec-
tion mode, e.g., CAD mode, to receive mode upon detecting
a valid preamble 126, or portion thereof, of an incoming
message along with notifying, e.g. sending an interrupt,
processor 84 that a valid preamble 126, or portion thereof,
has been detected. Once this occurs, processor 84 is con-
figured, such as in firmware or software, to exit ultralow
power mode by no longer cycling radio 92 between sleep
mode and signal detection mode thereby preventing radio 92
from being put into sleep mode while incoming wireless
message is being received.

To enable at least radio 92 of wireless communication
system 86 to be operated in such an ultralow power mode in
a manner that significantly extends battery life while still
being able to monitor alarm system network 26, a commu-
nications system and method of the present invention uti-
lizes a preferred wireless packet format, such as depicted by
packets 124 and 124' respectively shown in FIGS. 8 and 9,
configured to have preferred packet and preamble transmit
time(s) as discussed above, used during wireless alarm
system communication advantageously helping extend both
wireless communication range and battery life. In one such
preferred communication system 86, wireless messages
transmitted or received by radio 92 are formed of such
packets 124 or 124' transmitted or received at a radio
frequency that preferably is a fixed radio frequency of at
least one megahertz at a digital data transmission bandwidth
less than 600 MHz, preferably less than 550 MHz, and more
preferably no greater than about 500 kHz, e.g., no greater
than 500 kHz+50 kHz, enabling extended range wireless
alarm system message communications over a distance of at
least one mile between members 22a-22¢ and/or 24a-24g of
alarm system network 26 of the present invention.

Packets 124 or 124' of such a preferred wireless message
packet format preferably have a preamble 126 with a length
or transmission time greater than the length or transmission
time of the payload 128 to not only provide a preamble
transmission time long enough relative to the signal detec-
tion duty cycle or time length during ultralow power mode
operation for the preamble 126 of an incoming packet 124
to be detected by radio 92 of communications system 86, but
which also allows a shorter smaller payload 128 to be used
in each packet 124 or 124' advantageously enabling
extended range transmission of wireless alarm system mes-
sages at a desired fixed radio frequency over distances
greater than one mile at range-extending bandwidths of less
than 600 kHz, preferably less than 550 kHz, more preferably
no greater than about 500 kHz, e.g., preferably no greater
than 500 kHz+50 kHz. In one such preferred wireless
message packet format embodiment, each packet 124 or 124'
has a preamble 126 with a length or transmit time at least 1.5
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times, preferably at least about 2 times, greater than the
length or transmit time of the payload 128 thereby producing
packets 124 or 124' with a preamble 126 having a length or
transmission time greater or longer enough than the signal
detection duty cycle of at least radio 92 of communications
system 86 in ultralow power mode for preamble detection to
quickly and consistently happen.

Such a preferred wireless packet format therefore utilizes
packets 124 or 124' having a relatively small payload 128
relative to overall packet size and transmission time with a
preferred packet payload 128 containing at least a plurality
of bytes, preferably containing at least a plurality of pairs,
i.e., at least three, of bytes and which preferably contains no
more than ten bytes, preferably no more than six bytes, and
more preferably no more than five bytes, e.g. preferably no
more than about four bytes. In one such preferred wireless
message packet format embodiment, each packet 124 or 124'
has a relatively short alarm system related data-holding
payload 128 having a length or transmission time relative to
the overall length or transmission time of the packet 124 or
124' itself containing the payload 128 that is no greater than
one-half total packet length or transmission time, preferably
no greater than one-third total packet length or transmission
time, and more preferably no greater than about one-quarter
total packet length or transmission time, e.g., 25%+5% of
total packet length or transmission time.

In one such preferred packet configuration, payload 128
of each packet 124 or 124' of each wireless message has a
maximum payload transmission time of no greater than 150
ms and an actual upstream preamble transmit time, of no
greater than about 140 ms that preferably ranges between 85
ms and 135 ms and more preferably ranges between 100 ms
and 130 ms. In one such preferred packet configuration, each
packet 124 or 124' has an actual payload transmit time of no
more than about 130 ms, e.g., no more than about 128 ms+5
ms. In at least one such preferred packet configuration, each
packet 124 or 124' has an actual packet transmit time of
about of about 354 ms, e.g., 354 ms+5 ms, an actual packet
preamble transmit time of about 247 ms, e.g., 247 ms+5 ms,
and an actual payload transmit time of between about 100
ms and 130 ms.

Where communications system 86 is equipped with
RX/TX switch 94, master controller 22a-22¢, preferably
processor 84 and/or radio 92, can be configured, such as in
hardware, firmware and/or software, to also alternately and
repeatably cycle switch 94 between a power conserving
mode, e.g., sleep mode, and an operational mode, e.g.
receive mode, during ultralow power mode communications
system operation with switch 94 enabling radio 92 to detect
or listen for wireless messages transmitted by one of base
units 24a-24g when in receive mode. In one preferred
implementation of a wireless communication system
ultralow mode method of operation where switch 94 is
cycled between sleep mode and receive mode, radio 92
preferably is configured, such as in hardware, firmware
and/or software, to put switch 94 into sleep mode when radio
92 is put or goes into sleep mode and to put switch 94 into
receive mode when radio 92 is put or goes into receive
mode. Where switch 94 also is cycled between sleep and
receive modes during ultralow power mode operation,
switch 94 preferably is cycled between sleep and receive
modes substantially in sync with cycling of radio 92
between sleep and receive modes with switch ultralow
power mode cycle having a cycle period of time substan-
tially same as the cycle period of time for radio 92.

When master controller 22a-22¢ is powered up, processor
84 is configured, such as in firmware and/or software, to put
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wireless communication system 86, including at least radio
92, into ultralow power mode, where communications sys-
tem 86, preferably at least radio 92, is repeatedly cycled by
processor 84 between signal detection mode and sleep mode
until radio 92 detects a valid preamble 126 or portion thereof
of'a packet 124 or 124' of incoming wireless message. When
a valid preamble 126 or portion thereof is detected by radio
92, communication system 86, including at least radio 92, is
taken out of ultralow power mode putting or keeping com-
munications system 86, including at least radio 92, in
receive mode until all of the packets 124 or 124' of incoming
message are received. Wireless communications system 86,
preferably at least radio 92, remains in constant receive
mode full time for a sufficient period of time until the full or
complete wireless message is received to ensure even any
and all retry packets 124 or 124' are received. When the full
message is received, communications system 86, including
at least radio 92, is taken out of constant receive mode and
once again operated in ultralow power mode.

When a wireless message, e.g., polling message, is to be
transmitted from the master controller 224-22¢ to one or
more of the base units 24a-24g, processor 84 and/or radio 92
is/are configured in firmware and/or software to take wire-
less communication system 86 out of ultralow power mode
and put it into transmit mode. When finished transmitting the
wireless message, processor 84 is configured to put com-
munications system 86 back into ultralow power mode.
Before putting wireless communication system 86 back into
ultralow power mode, processor 84 and/or radio 92 is/are
configured in firmware and/or software to watch for an
acknowledgment, e.g., ACK, from the base unit 24a-24fthat
received the wireless message transmitted by master con-
troller 22a-22¢ indicating the complete wireless message has
been received. Processor 84 preferably is configured in
firmware and/or software to provide a user-perceptible indi-
cation, such as in the form of a user-perceptible audible
alarm, vibratory alarm and/or visually perceptible indication
to master controller user that the wireless message, e.g.,
polling message, transmitted to the particular base unit
24a-24f was indeed received thereby. This advantageously
also provides confirmation to master controller user that the
particular base unit 24a-24fthat acknowledged receipt of the
master controller transmitted wireless message, e.g., polling
message, is still in RF communications range.

Master Controller Operation

With continued reference to FIGS. 2-6, when a wireless
message from a base unit 24a-24g is received by master
controller 22a-22¢, processor 84 is configured in firmware
and/or software to cause at least one user perceptible indi-
cator 46, 52, 60, 72 and/or 78 to provide, e.g. output, a user
perceptible indication to a user of master 22a-22¢ that
wireless communication has occurred, e.g., that a wireless
RF link has been established. In one method of controller
operation, processor 84 is configured to cause at least one
user perceptible indicator 46, 52, 60, 72 and/or 78 to provide
a user perceptible indication indicating that a wireless link
between controller 22a-22¢ and one of the base units 24a-
24g has not only been established but was due to a sensor
detection event. In one such method implementation, pro-
cessor 84 is configured to cause at least at least one user
perceptible indicator 46, 52, 60, 72 and/or 78 to provide a
user perceptible indication indicating to user specifically
when wireless communication of a sensor detection event of
one of the base units 24a-24g has been received by master
22a-22c.
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In one such preferred method implementation, processor
84 is configured to cause at least one visually perceptible
indicator 46, 48, 52, and/or 61, preferably a light or lamp,
e.g., LED 50a and/or 505, to provide at least one visually
perceptible indication to user when a wireless message from
a base unit 24a-24g, including a wireless sensor detection
event message, has been received by master controller
22a-22¢. In such a preferred embodiment where at least a
light or lamp, e.g., LED 50a and/or 505, is used to provide
a visually perceptible indication of establishment of a wire-
less link, processor 84 activates, e.g., energizes, LED 50qa
and/or 505 upon processor 84 and/or radio 92 detecting
receipt of wireless message from transmitting base unit
24a-24¢g. In another such preferred embodiment where the
same light or lamp, e.g., LED 50a and/or 505, is used to
provide a visually perceptible indication of when one of the
base units 24a-24g has experienced a sensor detection event,
processor 84 activates the LED 50a and/or 505 upon pro-
cessor 84 and/or radio 92 detecting receipt of wireless
message from that transmitting base unit 24a-24g that
triggered into sending wireless message by experiencing the
sensor detection event.

When not being activated upon establishment of a wire-
less link or receipt of a wireless sensor detection event
message, processor 84 can be configured in firmware and/or
software to operate the light or lamp, e.g., LED 50a and/or
505, in a manner that provides a different visually percep-
tible indication of some other status, condition or other event
of alarm system 20, including a status, condition or other
event of master controller 22a-22¢. In one such implemen-
tation of a preferred master controller method of operation,
processor 84 can be configured (a) to activate the at least one
visually perceptible indicator 46, 48, 52, and/or 61, prefer-
ably at least the light or lamp, e.g., LED 504 and/or 5054, in
a first visually perceptible indication mode that outputs one
type of visually perceptible indication when processor 84
has detected or been communicated occurrence of a status,
condition or other event different than establishment of a
wireless link or receipt of a wireless sensor detection event
message, and (b) to activate the at least one visually per-
ceptible indicator 46, 48, 52, and/or 61, preferably at least
the same light or lamp, e.g., LED 50a and/or 505, in a
second visually perceptible indication mode to output a
second type of visually perceptible indication upon estab-
lishment of a wireless link or receipt of a wireless sensor
detection event message. In a further such method imple-
mentation, processor 84 can be configured (a) to activate the
at least one visually perceptible indicator 46, 48, 52, and/or
61, preferably at least the light or lamp, e.g., LED 50a and/or
505, in a first visually perceptible indication mode that
outputs one type of visually perceptible indication when
processor 84 has detected or been communicated occurrence
of a status, condition or other event different than establish-
ment of a wireless link or receipt of a wireless sensor
detection event message, e.g., power up or being opera-
tional, (b) to activate the at least one visually perceptible
indicator 46, 48, 52, and/or 61, preferably at least the same
light or lamp, e.g., LED 504a and/or 505, in a second visually
perceptible indication mode to output a second type of
visually perceptible indication upon one of establishment of
a wireless link and receipt of a wireless sensor detection
event message, and (c) to activate the at least one visually
perceptible indicator 46, 48, 52, and/or 61, preferably at
least the same light or lamp, e.g., LED 50a and/or 506, in a
third visually perceptible indication mode to output a third
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type of visually perceptible indication upon the other one of
wireless link establishment and receipt of wireless sensor
detection event message.

In one such method implementation, processor 84 is
configured to activate the at least one visually perceptible
indicator 46, 48, 52, and/or 61, preferably at least LED 50a
and/or 505, in the first mode to provide a visually perceptible
indication of controller 22a-22¢ being powered up. In one
such preferred method implementation, processor 84 is
configured to activate the at least one visually perceptible
indicator 46, 48, 52, and/or 61, preferably at least LED 50a
and/or 5056, in the second mode when a wireless link
between master 22a-22¢ and one of the base units 24a-24g
has been established. In another such preferred method
implementation, the processor 84 is configured to activate
the at least one visually perceptible indicator 46, 48, 52,
and/or 61, preferably at least LED 50a and/or 505, in the
second mode when the link established was due to a wireless
sensor detection event message from transmitting base unit
24a-24g. In a still further preferred method implementation,
processor 84 is configured (a) to activate the at least one
visually perceptible indicator 46, 48, 52, and/or 61, prefer-
ably at least LED 50a and/or 5054, in one of a second and
third mode when a wireless link has been established, and
(b) to activate the at least one visually perceptible indicator
46, 48, 52, and/or 61, preferably at least LED 504 and/or
505, in the other one of the second and third mode when the
link established was by a wireless sensor detection event
message.

Where the at least one visually perceptible indicator is or
includes at least one LED, e.g., LED 50a and/or 505, the first
mode can be provided or defined by a first illumination
pattern, a first on-off, e.g., flashing, sequence, a first bright-
ness level, a first color or the like of LED 50a and/or 505,
and the second mode can be defined by a second illumina-
tion pattern, a second on-off, e.g., flashing, sequence, a
second brightness level, a second color or the like of LED
50a and/or 505. Where processor 84 is configured in firm-
ware and/or software to operate the at least one visually
perceptible indicator that includes at least one LED, e.g.,
LED 50a and/or 505, in a third mode, the third mode can be
defined by a third illumination pattern, a third on-off, e.g.,
flashing, sequence, a third brightness level, a third color or
the like of LED 50a and/or 505.

In another preferred master controller method of opera-
tion, master controller 22a-22¢ has a display interface 45,
such as depicted in FIG. 3, having a plurality of visually
perceptible indicators 46, 48, 52, and/or 61 which can be or
include lights or lamps, e.g., LEDs 50a and/or 505, with one
light or lamp, e.g., LED 504, activated to provide a visually
perceptible indication of when controller 22a-22¢ is pow-
ered up and another LED 505 being activated by processor
84 upon processor 84 detecting establishment of a wireless
link and/or receipt of a wireless sensor detection event
message. In such a method implementation, processor 84
can be configured to cause one LED 504 to flash or other-
wise light up to indicate master 22a-22¢ being powered, e.g.,
operational, and configured to cause another LED 505 to
flash or otherwise light up to indicate when a wireless
message, preferably a wireless sensor detection event mes-
sage, sent by one of base units 24a-24g has been received by
controller 22a-22c¢. In one such preferred method implemen-
tation, one LED 50a has one color, e.g. red, which is
activated, e.g., energized or lit up, by processor 84 when
controller 22a-22¢ is powered up, and another LED 505 has
a different color, e.g. green, which is activated by processor
84 when a wireless link between controller 22a-22¢ and one
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of base units 24a-24g has been established. In another such
preferred method implementation, one LED 50a has one
color, e.g. red, which is activated, e.g., energized or lit up,
by processor 84 when controller 224-22¢ is powered up, and
another LED 505 has a different color, e.g. green, which is
activated by processor 84 when a wireless sensor detection
event message transmitted by one of base units 24a-24g has
been received by controller 22a-22c¢.

If desired, master controller processor 84 can be config-
ured in firmware and/or software to cause at least one other
type of user perceptible indicator to be activated upon
establishment of a wireless link with base unit 24a-24g. In
one such implementation of a master controller method
operation, processor 84 can be configured to cause activa-
tion of the at least one other type of user type of user
perceptible indicator, e.g., at least one of user perceptible
indicators 72 and/or 78, when such a wireless link with
controller 22a-22¢ has been established. In another such
implementation of a master controller method operation,
processor 84 can be configured to cause activation of the at
least one other type of user type of user perceptible indicator,
e.g., at least one of user perceptible indicators 72 and/or 78,
when a wireless sensor detection event message from one of
base units 24a-24g has been received by master controller
22a-22c.

In one preferred method implementation, processor 84 is
configured in firmware and/or software to activate an audi-
bly perceptible indicator 72, such as an audible transducer
74, preferably a buzzer 76, to provide a user of controller
22a-22¢ with an audibly perceptible indication when a
wireless link has been established between master 22a-22¢
and one of the base units 24a-24g. In one such preferred
method implementation, processor 84 is configured to acti-
vate such an audibly perceptible indicator 72, e.g., audible
transducer 74, preferably buzzer 76, to output user audible
indication when a wireless sensor detection event message
from one of base units 24a-24g has been received by
controller 224-22c¢.

In another preferred method implementation, processor
84 is configured in firmware or software to activate a tactile
perceptible indicator 78, such as a tactile transducer 79,
preferably a vibrating oscillator 80, to provide a user of
controller 22a-22¢ with a tactile perceptible indication when
a wireless link has been established between the controller
22a-22¢ and base unit 24a-24g. In another such preferred
method implementation, processor 84 is configured to acti-
vate such a tactile perceptible indicator 78, e.g., vibrating
transducer 79, preferably vibrating oscillator 80, to output
user tactile indication when a wireless sensor detection event
message transmitted by one of base units 24a-24g has been
received.

In a currently preferred embodiment where master con-
troller 22a-22c¢ is equipped with manipulable controls 64a-
64/ equipped with corresponding visually perceptible indi-
cators 49a-49f, preferably buttons 66a-66f equipped with
respective LEDs 67a-67f, controller 22a-22¢, preferably
controller processor 84, is configured in firmware and/or
software to activate or energize the particular control-dis-
posed visually perceptible indicator 49a-49f, preferably the
particular button-equipped LED 674-67f, corresponding to
the base unit device number or DEV NUM # of the particular
base unit 24a-24fthat transmitted a wireless sensor detection
event message received by controller 22a-22¢ to provide a
visually perceptible alarm to master controller user. In a
preferred embodiment and method of master controller
operation, master controller processor 84 also is configured
to activate audibly perceptible indicator 72, preferably
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audible transducer 74, more preferably buzzer 76, and/or
tactile perceptible indicator 78, preferably tactile transducer
79, more preferably vibrator or vibration alarm 80, to
provide an audibly perceptible and/or tactile perceptible
alarm to user when an LED 67a-67f alarm is activated.
Where a sensor detection event wireless message has been
sent to master controller 22a-22¢ by a particular base unit
24a-24f that experienced a sensor detection event, master
controller 22a-22¢ is configured in firmware and/or software
to cause the particular LED 674-67f of the respective button
66a-66f having the same device number or DEV NUM # as
the particular transmitting base unit 24a-24f to light up,
preferably flash. Doing so provides user of controller 24a-
24¢ with a visually perceptible alarm with the particular
LED 67a-67flight up, e.g., flashing, as a result indicating to
user which particular base unit 24a-24f encountered a sensor
detection event causing it to wirelessly link with controller
24a-24c. This advantageously enables user to be able to go
over to the particular alarming base unit 24a-24c¢ to check on
it and/or any device monitored thereby.

Processor 84 preferably is configured in firmware and/or
software to drive the LED 674-67f of manipulable control
64a-64f, preferably button 664-66f, corresponding to a
device identifier, preferably device number or DEV NUM,
of the particular sensor base unit 24a-24f associated there-
with which has transmitted a wireless sensor detection event
message to master controller 22a-22¢ thereby providing user
with a visually perceptible indication of exactly which base
unit 24a-24f experienced the sensor detection event. Pro-
cessor 84 preferably is further configured in firmware and/or
software to enable user to acknowledge receipt of wireless
sensor event message from the particular wireless sensor
detection event message transmitting base unit 24a-24fthat
encountered the sensor detection event by pressing the
particular manipulable control 64a-64f, preferably button
66a-66f, having the light up or flashing LED 674-67f asso-
ciated with the wireless sensor detection event message
transmitting base unit turning off LED 674-67f. As such,
processor 84 is configured in firmware and/or software to
keep lit up or flashing the LED 674-67f of the particular
manipulable control 64a-64f, e.g., particular button 66a-66f,
associated with the specific one of base units 24a-24f'which
transmitted the sensor detection event message until the
particular control 64a-64f, e.g., button 66a-66f, is manipu-
lated by user turning the LED 67a-67f off. Where such an
audibly perceptible alarm and/or tactile perceptible alarm is
provided, it can be and preferably is substantially continu-
ously provided until master controller user manipulates the
particular control 64a-64f, preferably pressing correspond-
ing specific button 66a-66f, which turns the associated LED
67a-67f off.

Where each button 66a-66f is equipped with a corre-
sponding LED 674-67f, LED(s) 50a and/or 505 are not
needed and preferably not used. Where each button 664-66f
is equipped with a corresponding LED 67a-67f, one of the
button-disposed or button-carried LEDs 674-67f can be and
preferably is configured to operate as a power indicator in
place of one of removed LEDs 50a and/or 506. In such a
currently preferred embodiment, where each button 664-66f
is equipped with a corresponding LED 674-67f, master
controller 22a-22¢ preferably has no LED 50a and prefer-
ably also has no LED 506.

Master Controller Controls and Controls Operation

With continued reference to FIGS. 5-7, each one of master
controller controls 64a-64f, preferably control buttons 66a-
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66/, operably cooperate(s) with a corresponding one of
switches 70a-70f when manipulated by user of controller
22a-22¢ to cause the particular switch to close during alarm
system operation including when a base unit 24a-24f is
being paired with the controller 22a-22¢, as well as when
communicating with each paired base unit 24a-24f during
alarm system operation, including when polling particular
base unit 24a-24f, e.g., by device number or DEV NUM #,
after being paired. During pairing of a particular one of base
units 24a-24f with controller 22a-22¢, a specific one of
buttons 66a-66fpressed by user causes corresponding one of
switches 70a-70f to close thereby assigning the specific
button depressed by user to the particular base unit 24a-24f
being paired with controller 22a-22¢. From that point on,
that particular base unit 24a-24f remains associated with the
specific button 66a-66fof controller 22a-22¢ pressed by user
during pairing of particular base unit 24a-24fwith controller
22a-22¢ until being un-paired.

Once a particular base unit 24a-24f is paired with con-
troller 22a-22¢ and assigned, e.g., by base unit DEV NUM
#, to a specific control button 66a-66f, thereafter pressing the
specific button 66a-66f in the future wirelessly links con-
troller 22a-22¢ to that particular base unit 24a-24f. This
enables master controller user pressing the specific button
66a-66f associated with the particular base unit 24a-24fto
wirelessly poll that particular base unit 24a-24f requesting
the particular base unit 24a-24fto wirelessly communicate
back its status to controller 22a-22¢. In doing so, the
particular polled base unit 24a-24f advantageously confirms
that it still is in radio frequency communications range of
controller 22a-22¢. If desired, in addition to controller
22a-22¢ being able to poll each base unit 24a-24f paired
therewith, processor 84 is configured in firmware and/or
software to send wireless messages to a particular one, more
than one, or all of the paired base units 24a-24f containing
a message identifier, MSG ID 141, holding a command for
the intended base unit(s) 24a-24f"to carry out.

Each one of normally open switches 70a-70f of controller
22a-22c¢ is not only connected to a corresponding /O port or
pin of processor 84, but is also connected between supply
voltage, Voo, and ground, GND, such that pressing any
single one of buttons 66a-66f closes the switch 70a-70f
associated with pressed button 66a-66f thereby causing the
particular button control line of the I/O port or pin connected
to the closed switch 70a-70f to go high indicating to pro-
cessor 84 that the particular button 66a-66f associated with
the closed switch 70a-70f has been pressed. One end of each
switch 70a-70f; preferably the normally open end, is tied to
Vop, and the other end of each switch is tied to ground,
GND, by a pull down resistor that maintains a low enough
voltage when switch 70a-70f is open, e.g. when its corre-
sponding button 66a-66fhas not been pressed, to present a
logic low condition to the corresponding processor 10 port
or pin to which the switch 70a-70fis connected. When one
of the buttons 66a-66f"is pressed, its corresponding switch
70a-70f is closed causing the voltage level applied to the
associated 1O port or pin connected to the closed switch
70a-70fto change from a low logic condition to a high logic
condition. Where there also is an LED 674-67f associated
with each switch 70a-70f, each switch 70a-70f can be in
series with corresponding LED 67a-67f being connected to
supply voltage, Vop, at one end and connected to node
ground, LED GND 73, of processor 84 at an opposite end
such as is depicted in user manipulable control and user-
perceptible display interface circuit 89 of FIG. 8 previously
discussed above.
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In a method of pairing an alarm system member, prefer-
ably a base unit 24a-24f, with controller 22a-22¢, the
particular alarm system member, preferably the particular
base unit 24a, 245, 24c, 24d, 24e, or 24f, being paired with
controller 22a-22¢ is assigned to a specific single one of the
controls 64a, 645, 64c, 64d, 64e, or 64f of the controller
22a-22¢ by user manipulating the specific control 64a, 645,
64c, 644, 64e, or 641 that user desires to configure controller
processor 84 in firmware and/or software to thereafter be
associated with the particular base unit 24a, 24b, 24c, 244,
24e, or 24f being paired. Master controller processor 84 is
configured in firmware and/or software to initiate an alarm
system member pairing procedure, preferably base unit
pairing procedure, when a wireless message that is a pairing
request message is received from the particular alarm system
member, preferably base unit 24a, 245, 24c¢, 24d, 24e, or 24f,
which user is seeking to pair with controller 224-22¢. In a
preferred alarm system embodiment, each alarm system
member, e.g., base unit(s) 24a-24f, configured in its own
firmware and/or software to be paired with a master con-
troller 22a-22¢ of an alarm system 20 preferably also has at
least one user-manipulable control the user manipulates to
cause such a wireless pairing request message to be broad-
cast to controller 22a-22c.

In one aspect, before base unit(s) 24a-24f send messages
which may relate to pairing, base unit(s) 24a-24f may
temporarily disconnect antenna 96 via RF switch 95. This
“non-antenna” low pairing message broadcast range mode
of communication still operates radio 92 of master controller
wireless communications system 86 but disables antenna 96
by turning off or electrically disconnecting antenna 96 from
radio 92 thereby providing a pairing message broadcast
range that is less than the broadcast range of polling mes-
sages, task messages and other non-pairing messages wire-
lessly communicated between controller 22a-22¢ and base
units 24a-24f after pairing.

In a preferred method implementation, the processor 84 of
controller 22a-22¢ is configured in firmware and/or software
when operating in pairing mode with the RF switch 95 off
or in a mode electronically disconnecting antenna 96 from
radio 92 of controller 22a-22¢ limiting wireless broadcast
range of pairing messages from controller 22a-22¢ to a base
unit 24a-24f being paired therewith to no more than one-
half] preferably no more than one-quarter, and more prefer-
ably no more than one-tenth the wireless broadcast range of
non-pairing wireless messages, including polling message
and task messages, transmitted from controller 22a-22¢ to
base unit(s) 24a-24f. In one such preferred implementation,
when the controller 22a-22¢ operates in pairing mode or is
put into pairing mode, such as by a user of the controller
22a-22¢ and/or receipt by controller 22a-22¢ of a wireless
pairing message from a particular one of the base units
22a-22f being paired with controller 22a-22¢, controller
22a-22c¢ is configured in firmware and/or software to cause
RF switch 95 to disconnect antenna 96 of controller 22a-22¢
from radio 92 of controller 22a-22¢ so that wireless pairing
messages from controller 224-22¢ have such a reduced
wireless broadcast or transmission range the preferably is no
more than 400 feet, preferably no more than 250 feet, more
preferably no more than 125 feet, and still more preferably
no more than 75 feet. After pairing is completed and/or
controller 22a-22c¢ is taken out of pairing mode, processor of
controller 22a-22¢ is configured in firmware and/or software
to cause the RF switch 95 to connect or re-connect antenna
96 to radio 92 so wireless non-pairing messages, including
polling messages, task messages and the like are wirelessly
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transmitted in accordance with the much greater wireless
message broadcast range(s) or transmission distance(s) dis-
closed elsewhere herein.

If desired, each base unit 24a-24f can also be configured
in firmware and/or software to operate in a pairing mode
where the base unit processor sets, operates or otherwise
causes the RF switch of base unit 24a-24fto disconnect base
unit radio from base unit antenna during pairing with master
controller 22a-22¢ thereby limiting wireless pairing mes-
sage broadcast range or transmission distance to no more
than one-half, preferably no more than one-quarter, and
more preferably no more than one-tenth the wireless broad-
cast range or wireless transmission distance of non-pairing
wireless messages during pairing, and preferably limiting
wireless pairing message broadcast range or transmission
distance no more than 400 feet, preferably no more than 250
feet, more preferably no more than 125 feet, and still more
preferably no more than 75 feet After pairing is completed
and/or base unit 24a-24f is taken out of pairing mode,
processor of base unit 24a-24f is configured in firmware
and/or software to cause base unit RF switch to connect or
re-connect base unit antenna to base unit radio so wireless
non-pairing messages, including polling messages, task
messages and the like are wirelessly transmitted in accor-
dance with the much greater wireless message broadcast
range(s) or transmission distance(s) disclosed elsewhere
herein.

Each wireless pairing request message preferably is
formed of packet(s) 124 or 124' of corresponding packet
format 125 or 125' where the payload 128 contains pairing
request data that controller processor 84 is configured in
firmware and/or software to initiate the pairing procedure
when received by controller 22a-22¢. Each packet 124 or
124' of such a wireless pairing request message broadcast by
the particular alarm system member, preferably base unit
24a, 24b, 24c, 24d, 24e, or 24f, sought to be paired is
configured with a packet payload 128 that holds data indi-
cating the particular alarm system member, preferably base
unit 24a, 24b, 24c, 24d, 24e, or 24f, sought to be paired is
unpaired.

In a preferred pairing request packet embodiment, the
payload 128 of each packet 124 or 124' of a preferred
wireless pairing request message contains at least one byte
of data preferably holding a pairing request message iden-
tifier with controller processor 84 and/or radio 92 configured
in firmware and/or software to carry out the pairing proce-
dure when a packet of a wireless message from one of the
alarm members, i.e., one of base units 24a-24f, received and
decoded by controller 22a-22¢ contains such a pairing
request message identifier. In one preferred pairing proce-
dure implementation, controller processor 84 is configured
in firmware and/or software to initiate the pairing procedure
when a received wireless message contains a packet with a
payload 128 having a particular predetermined null value
that processor 84 is configured in firmware and/or software
to interpret as being or corresponding to a pairing request
identifier. In one preferred wireless pairing request message
packet implementation, each byte of the payload 128 of each
wireless pairing request message packet contains such a null
value such that processor 84 automatically executes the
pairing procedure when such a wireless pairing request
message packet is received by controller 22a-22c.

In one such preferred wireless pairing request packet
implementation, each one of the alarm system identifier
holders, namely Ararm IDO0 133, Ararm ID1 135, Ararm ID2
137 and Ararm ID3 139, of the wireless pairing request
packet payload 128 holds a polling request value that

5

10

20

25

30

35

40

45

50

55

60

65

52

preferably is a predetermined null value, such as preferably
hex value OxFF. Controller processor 84 can be and prefer-
ably is configured in firmware and/or software to initiate the
pairing procedure when such a predetermined null value,
preferably OxFF, is detected or determined as being in a
wireless message packet received by controller 22a-22c.
The message identifier, MSG ID 141, preferably also holds
a polling request value that preferably also is a predeter-
mined null value, such as preferably hex value 0x02. Con-
troller processor 84 can also be and preferably is configured
in firmware and/or software to initiate the pairing procedure
when such a predetermined null value, preferably 0x02, is
detected or determined as being in a wireless message
packet received by controller 22a-22¢. In addition, the
device identifier, preferably broadcasting device identifier,
DEV NUM 143, preferably also holds a polling request
value that preferably is set to a value, e.g. null value, such
as preferably hex value OxFF, which controller processor 84
is configured in software and/or firmware to interpret as
coming from an alarm system member, preferably base unit
24a, 24b, 24c, 24d, 24e, or 24f that lacks a controller-
assigned device identifier or device number. Controller
processor 84 can also be and preferably is configured in
firmware and/or software to initiate the pairing procedure
when such a predetermined null value, preferably OxFF, is
detected or determined as being in a wireless message
packet received by controller 22a-22¢. In a preferred oper-
ating method in carrying out pairing, processor 84 prefer-
ably is configured in firmware and/or software to initiate the
pairing procedure when a wireless message is received
containing a packet 124 a 124' where any one, more or
preferably all of Ararm IDO0 133, Ararm ID1 135, Ararm ID2
137, Avarm ID3 139, MSG 1D 141, and/or DEV NUM 143
of the packet payload 128 hold(s) a pairing request message
identifier that preferably is a corresponding one of prede-
termined null values, preferably OxFF, 0x02, and/or OxFF.

Once controller 22a-22c¢ receives a wireless message from
one of base units 24a-24f containing such a pairing request
and initiates the pairing procedure, processor 84 is config-
ured in firmware and/or software to drive at least one
user-perceptible indicator onboard controller 22a-22¢ to
provide feedback to user that the pairing procedure has been
initiated. In such a preferred pairing procedure implemen-
tation, each user-perceptible indicator driven upon initiation
of pairing preferably continues to be driven for either a
predetermined period of time and/or until user manipulates
a desired specific one of controls 64a, 645, 64c, 64d, 64¢, or
64/, preferably presses a desired specific one of buttons 664,
665, 66¢, 66d, 66¢, or 66f, in order to assign the specific
control 64a, 64b, 64c, 64d, 6de, or 64f, preferably the
specific button 66a, 665, 66¢, 66d, 66e, or 66f, to the
particular alarm system member, preferably the particular
base unit 24a, 24b, 24c, 24d, 24e, or 24f that broadcast the
wireless pairing request message.

In a preferred embodiment and implementation, where
controller 22a-22¢ is equipped with either or both a buzzer
76 and/or vibrator 80, processor 84 is configured in firmware
and/or software to drive buzzer 76 and/or vibrator 80, such
as by being beeped or pulsed, upon initiation of the pairing
procedure by base unit 24a, 245, 24c¢, 24d, 24e, or 24f until
completion of the pairing procedure. Upon completion of
the pairing procedure when the alarm system member,
preferably base unit 24a, 245, 24c¢, 24d, 24e, or 24f, seeking
to be paired with controller 22a-22¢ has indeed been paired
with controller 22a-22¢, processor 84 is configured to stop
driving or turn off buzzer 76 and/or vibrator 80.
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In such a preferred pairing procedure, processor 84 is
configured to assign the alarm system identifier, ALarm ID
127, unique to the particular alarm system network 26 and
alarm system 20 to the particular alarm system member,
preferably to the particular base unit 24a, 24b, 24c, 24d, 24e,
or 24f, being paired with controller 22a-22¢. Upon user
assigning the desired specific control 64a, 64b, 64c, 64d,
64e, or 64f, preferably specific button 66a, 665, 66¢, 664,
66¢, or 66f, of controller 22a-22¢ to the particular alarm
system member, preferably the particular base unit 24a, 245,
24c, 24d, 24e, or 24f, seeking to be paired, controller
processor 84 is configured to send a wireless pairing con-
firmation message to the particular alarm system member,
preferably the particular base unit 24a, 245, 24c, 24d, 24e,
or 24f, which provides pairing information including the
unique alarm system identifier, ALarm ID 127, e.g., such as
in the form of ALarm IDO0 133, Ararm ID 135, Ararm ID2 137
and Avarm ID3 139, and device identifier or device number,
DEV NUM #, corresponding to the specific control 64a,
645, 64c, 64d, 64e, or 64f, preferably specific button 664,
665, 66c, 66d, 66¢, or 66f, associated therewith when
manipulated or pressed by user during pairing.

In such a preferred pairing procedure, processor 84 pref-
erably is therefore configured to assign a specific identifier
or identifier number to a particular base unit 24a-24f when
paired, preferably during pairing, with controller 22a-22¢
that preferably also corresponds to the particular one of the
controls 64a-64f, preferably buttons 66a-66f, associated
with the particular base unit 24a-24f during pairing with
controller 22a-22¢. In one such pairing procedure imple-
mentation, (a) a first one of the base units, e.g., base unit 24a,
is paired with controller 22a-22¢ and assigned a first one of
aplurality of device identifiers or device numbers, e.g., DEV
NUM #1, by user manipulating first control 64a, preferably
by pressing first button 66a, e.g., button #1, during pairing
of base unit 24¢ with controller 22a-22¢ thereby also
assigning first base unit 24a to first control 64a, preferably
to first button 664, (b) a second one of the base units, e.g.,
base unit 245, is paired with controller 22a-22¢ and assigned
a second one of a plurality of device identifiers or device
numbers, e.g., DEV NUM #2, by user manipulating second
control 645, preferably by pressing second button 6654, e.g.,
button #2, during pairing of base unit 245 with controller
22a-22c¢ thereby also assigning second base unit 245 to
second control 64b, preferably to second button 665, (c) a
third one of the base units, e.g., base unit 24c, is paired with
controller 22a-22¢ and assigned a third one of a plurality of
device identifiers or device numbers, e.g., DEV NUM #3, by
the user manipulating a third control 64c¢, preferably by
pressing third button 66c¢, e.g., button #3, during pairing of
base unit 24¢ with controller 22a-22¢ thereby also assigning
third base unit 24¢ to third control 64c, preferably to first
button 66¢, (d) a fourth one of the base units, e.g., base unit
244, is paired with controller 22a-22¢ and assigned a fourth
one of a plurality of device identifiers or device numbers,
e.g., DEV NUM #4, by user manipulating fourth control
64d, preferably by pressing fourth button 664, e.g., button
#4, during pairing of fourth base unit 244 with controller
22a-22c thereby also assigning fourth base unit 244 to fourth
control 644, preferably to fourth button 664, (e) a fifth one
of the base units, e.g., base unit 24e, is paired with controller
22a-22¢ and assigned a fifth one of a plurality of device
identifiers or device numbers, e.g., DEV NUM #5, by user
manipulating fifth control 64e, preferably by pressing fifth
button 66e, e.g., button #5, during pairing of fifth base unit
24¢ with controller 22a-22¢ thereby also assigning fifth base
unit 24e to fifth control 64e, preferably to fifth button 66e,
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and (e) a sixth one of the base units, e.g., base unit 24f; is
paired with controller 22a-22¢ and assigned a sixth one of a
plurality of device identifiers or device numbers, e.g., DEV
NUM #6, by user manipulating sixth control 64e, preferably
by pressing sixth button 66e, e.g., button #6, during pairing
of sixth base unit 24f with controller 22a-22¢ thereby also
assigning sixth base unit 24fto sixth control 64f, preferably
to sixth button 66/

As previously discussed, each one of manipulable con-
trols 64a-64f, c.g., buttons 66a-66f, of master controller
22a-22¢ includes or operatively cooperates with correspond-
ing switches 70a-70f, preferably normally open tactile
switches, each of which is connected to an associated 1/0O
port or pin of processor 84 configured in firmware or
software to control operation of a corresponding one of a
plurality, preferably at least a plurality of pairs, i.e., at least
three, of base units 24a-24f, once each base unit 24a-24fhas
been paired with the controller 22a-22¢ and assigned by or
in processor 84 to a specific one of controls 64a-64f. Where
each control 64a-64f corresponds to an associated physical
manipulable button 66a-66f, each base unit is assigned by
processor 84 to a specific one of buttons 66a-66f as part of
pairing procedure.

Processor 84 preferably is configured in firmware and/or
software to monitor each one of its button control lines, i.e.,
each I/O port or pin connected to corresponding one of the
switches 70a-70f, and cause one of a plurality of different
alarm system tasks to be executed depending upon whether
only a single one of the control buttons 66a-66fis pressed or
whether a plurality of the buttons 66a-66f are pressed at the
same time. Processor 84 preferably is configured to cause at
least one of a plurality of different tasks to be executed when
a single button 66a-66f is pressed and at least one other of
the plurality of different tasks to be executed when a
plurality of buttons 66a-66f are pressed at the same time.

In one preferred method of master controller operation,
processor 84 is configured in firmware and/or software to
cause at least one of a plurality of different alarm system
tasks to be executed depending on how long a single one of
the buttons 66a-66fis pressed with processor 84 preferably
configured (a) to cause a first one of the plurality of tasks to
be executed when single button 66a-66f is pressed for a
button press time period that is less than a predetermined
task determining period of time, and (b) to cause a second
one of the plurality of tasks to be executed when single
button 664-66fis pressed for a button press time period that
is longer than the task determining period of time. In one
preferred method implementation, processor 84 is further
configured to cause at least one, e.g., another one, of such a
plurality of tasks to be executed depending on how long a
plurality of substantially simultaneously pressed buttons
66a-66f remain substantially simultaneously pressed with
processor 84 preferably configured (a) to cause a third one
of such a plurality of tasks to be executed when the plurality
of pressed buttons 66a-66f remain substantially simultane-
ously pressed for a simultaneous button press time period
that is less than such a task determining period of time, and
(b) to cause a fourth one of such a plurality of tasks to be
executed when the plurality of pressed buttons 66a-66f
remain substantially simultaneously pressed for a simulta-
neous button press time period that is longer than such a task
determining period of time. In one such preferred method
implementation, the task determining period of time used by
processor 84 when a single button 66a-66f is pressed to
determine which one of the first and second of the plurality
of tasks is to be executed can be and preferably is substan-
tially the same as or equal to the task determining period of
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time used by processor 84 when a plurality of buttons
66a-66f are pressed at the same time to determine which one
of the third and fourth of the plurality of tasks is to be
executed.

In one preferred method implementation, when a single
button 66a-66fis pressed, processor 84 is configured (a) to
cause a first one of a plurality of alarm system tasks to be
executed by the particular base unit 24a-24f associated,
preferably by device number or DEV NUM #, during pairing
with the specific single button 66a-66f when the specific
button 664-66fis pressed for a button press time period less
than the task determining period of time, and (b) to cause a
second one of the plurality of alarm system tasks to be
executed by the particular base unit 24a-24f if the single
button 664-66f associated during pairing with the particular
base unit is pressed for a button press time period longer
than the task determining period of time. Processor 84 can
be and preferably is further configured to cause a third one
of the plurality of alarm system tasks to be carried out, such
as by controller 22a-22¢, when a plurality of buttons 66a-66f
are pressed at the same time.

In one such preferred method implementation, (a) one of
the plurality of tasks processor 84 is configured in firmware
and/or software to cause to be executed when a single button
66a-66f 1s pressed for a first duration of time is to send a
wireless message to the particular base unit 24a-24f asso-
ciated during pairing with the specific single pressed button
66a-66f polling the particular associated base unit 24a-24f
thereby causing the associated base unit 24a-24fto send a
reply wireless message to controller 22g-22¢ that commu-
nicates to controller 22a-22¢ at least one of a plurality of
different statuses or conditions of the particular associated
base unit 24a-24f, and (b) another one of the plurality of
tasks processor 84 is configured to cause to be executed
when a single button 66a-66f is pressed for a second
duration of time different than the first duration of time is a
control task, which preferably activates or otherwise con-
trols, something onboard the particular base unit 24a-24f
associated during pairing with the specific single button
66a-66f pressed.

Preferably, processor 84 is configured (a) to poll the
particular base unit 24a-24f associated with the specific
single button 66a-66f pressed when pressed for a single
button press time period that is no greater than the task
determining time period, and (b) to control, preferably
activate or otherwise perform, something onboard the par-
ticular associated base unit 24a-24f when the specific single
button 66a-66f is pressed for a single button press time
period that is longer than the task determining time period.
Where each base unit 24a-24f has a visually perceptible
indicator onboard, e.g., light, strobe, flasher, etc., the visu-
ally perceptible indicator onboard the particular base unit
24a-24f associated with the specific single controller button
pressed is activated when the single button is pressed for a
single button press time period at least as long as and
preferably longer than the task determining time period.

In one such preferred method implementation, processor
84 is configured with a task determining period of time of
about two seconds, preferably exactly two seconds. In
another preferred method implementation, the processor 84
is configured with a task determining period of time of about
three seconds, preferably exactly three seconds. In a still
further preferred method implementation, processor 84 is
configured to enable a user to set the task determining
period.

In yet another preferred method implementation, once the
task to be performed has been determined by pressing the
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single specific or particular button 66a-66f for a particular
task determining time period, processor 84 is then further
configured to initiate or carry out the task until the single
specific or particular button 66a-66/has been pressed again.
It desired, processor 84 can be configured to cause the
particular determined task to not only be initiated but
actually be constantly performed until the single specific or
particular button 66a-66f is again pressed.

Where each base unit 24a-24f has a visually perceptible
indicator onboard, e.g., light, strobe, and/or flasher, the
visually perceptible indicator onboard the particular base
unit 24a-24f associated with the specific single controller
button pressed is activated when the single specific button
66a-66fof master controller is manually pressed by a user of
the master controller for a single button press time period
that is at least as long as and preferably longer than the task
determining time period. Thereafter, the visually perceptible
indicator, preferably light, strobe, and/or flasher, onboard the
particular base unit 24a-24f associated with the specific
single controller button of the master controller that was
pressed remains activated or on until the same specific
button 66a-66f of master controller 24a-24fis pressed again
deactivating it or turning it off.

In other words, while pressing a specific button 66a-66fof
master controller 24a-24f for a short duration, such as a
momentary press, may cause a paired base unit 24a-24fto
momentarily flash, pressing the specific button 66a-66f of
master controller 22a-22¢ for a longer duration, such as 3
seconds, may cause the paired base unit 24a-24f to remain
illuminated (at least until a subsequent poll command is
received which may turn off such illumination). This con-
stant illumination or “flashlight” mode of each base unit
24a-24f may be useful, for example, to cause a particular
base unit 24a-24f operated in constant illumination or
“flashlight” mode by a user of master controller 22a-22¢ to
function as a visual locator beacon to help the user of the
master controller 22a-22¢ to locate the particular base unit
24a-24f during low light conditions. In addition, this con-
stant illumination or “flashlight” mode of each base unit
24a-24f may be useful as it also enables each base unit
24a-24fto be selectively or individually lit up by the user of
master controller 22a-22¢ to cause the particular lit up base
unit(s) 24a-24f to function as a flashlight or floodlight by
illuminating an area surrounding the lit up base unit 24a-24f.

Processor 84 can be and preferably is further configured
to monitor its button control lines and cause still another one
of the plurality of tasks to be carried out when a plurality of
buttons 66a-66f are pressed at the same time. In one pre-
ferred method implementation, processor 84 is configured to
cause the third one of the plurality of tasks to be carried out
by controller 22a-22¢ when a plurality of buttons 66a-66f
are pressed at the same time. In one preferred method
implementation, processor 84 is configured to put controller
22a-22¢ into a lower power, e.g., controller sleep mode,
when a plurality of buttons 66a-66f are pressed at the same
time advantageously increasing controller battery life by
eliminating the need to remove batteries 98a, 985 when
controller 22a-22¢ is not in use. Processor 84 preferably is
configured to monitor its button control lines and put the
controller 22a-22¢ into lower power mode, e.g., controller
sleep mode, when a pair of adjacent buttons 66a-66f, pref-
erably top two buttons 66a and 664 located side-by-side one
another, are pressed at the same time for at least a prede-
termined amount of time, e.g., when both buttons are
pressed down for at least the task determining period time.

In one such preferred method implementation, processor
84 is configured to put the controller 22a-22¢ into lower
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power mode by being configured to put at least the processor
84, wireless communications system 86, and RX/TX switch
94 into such a lower power or sleep mode when a plurality
of buttons 66a-66f are substantially simultaneously pressed
and remain pressed for at least a predetermined controller
low power mode time threshold of at least a plurality of
seconds, e.g., at least two seconds, preferably at least three
seconds. In one such preferred method implementation,
processor 84 is configured to put controller 22a¢-22¢ into
such a lower power or sleep mode when any pair of
side-by-side adjacent buttons 66a and 664, 665 and 66¢, or
66¢ and 66/ are pressed at the same time and together remain
pressed for at least a predetermined controller low power
mode time threshold of at least a plurality of seconds, e.g.,
at least two seconds, preferably at least three seconds.

Processor 84 can be and preferably is configured to
activate or drive at least one of the user perceptible indica-
tors of controller 224-22¢ when controller 224-22¢ is enter-
ing the lower power mode, e.g., controller sleep mode. If
desired, processor 84 can be configured to flash one or more
of LEDs 50a and/or 505, including in a particular flash
pattern, when processor 84 is causing controller 22a-22¢ to
enter the lower power mode, e.g., controller sleep mode.
Where equipped with audibly perceptible indicator, e.g.,
buzzer 76, processor 84 can be and preferably is configured
to activate buzzer 76 after processor 84 determines a plu-
rality of buttons 66a and 664 have been simultaneously
pressed longer than the controller low power mode time
threshold before actually entering the lower power mode,
e.g. controller sleep mode. If desired, processor 84 can be
configured to drive buzzer 76 at a unique audible frequency,
tone, or beeping pattern that provides an audibly perceptible
indication to the user that controller 224-22¢ is entering
lower power mode, e.g. controller sleep mode. Where
equipped with tactile perceptible indicator, e.g., vibrator 80,
processor 84 can be and preferably is configured to activate
vibrator 80 when controller 22a-22¢ is entering the lower
power mode. If desired, processor 84 can be configured to
drive vibrator 80 at a unique vibrating frequency, vibrating
magnitude, or pulse pattern that provides tactile perceptible
indication to user that controller 22a-22¢ is entering lower
power mode.

In a preferred master controller method of operation,
processor 84 is configured such that manipulating a specific
one of the controls 64a-64f, such as by pressing a specific
one of the buttons 66a-66f associated therewith, transmits a
wireless message from controller 22a-22¢ to the particular
base unit 24a-24f assigned to the specific control manipu-
lated by user, e.g., assigned to the specific button pressed by
user. The wireless message transmitted preferably includes a
task or instruction to be carried out by the particular base
unit associated with the specific control manipulated or
specific button pressed. In one preferred controller method
implementation, manipulating a specific control, e.g., press-
ing the specific button, assigned to a particular base unit
wireless transmits a polling message from controller 22a-
22c¢ to the particular base unit assigned thereto. In such a
method implementation, processor 84 is configured in firm-
ware or software so that pressing first button 66a polls the
particular base unit assigned to first button 66a during
pairing of the particular base unit with controller 22a-22¢
such that a wireless polling message is transmitted from
controller 22a-22¢ to the particular base unit. As such, (a)
pressing button #1, e.g., first button 66a polls the particular
base unit, e.g., base unit 24a, associated with, e.g., assigned
to, button #1, e.g., first button 664, and which was assigned
device number #1 or DEV NUM #1 during pairing, (b)
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pressing button #2, e.g., second button 665 polls the corre-
sponding particular base unit, e.g., base unit 245, associated
with button #2, e.g., second button 665, and which was
assigned device number #2 or DEV NUM #2 during pairing,
(c) pressing button #3, e.g., third button 66c¢ polls the
corresponding particular base unit, e.g., base unit 24c,
associated with button #3, e.g., third button 66¢, and which
was assigned device number #3 or DEV NUM #3 during
pairing, (d) pressing button #4, e.g., fourth button 664 polls
the corresponding particular base unit, e.g., base unit 24d,
associated with button #4, e.g., fourth button 664, and which
was assigned device number #4 or DEV NUM #4 during
pairing, (e) pressing button #5, e.g., fifth button 66e polls the
corresponding particular base unit, e.g., base unit 24e,
associated with button #5, e.g., fifth button 66¢, and which
was assigned device number #5 or DEV NUM #5 during
pairing, (f) pressing button #6, e.g., sixth button 66/ polls the
corresponding particular base unit, e.g., base unit 24f, asso-
ciated with button #6, e.g., sixth button 66/, and which was
assigned device number #6 or DEV NUM #6 during pairing,
and so forth.

Sensor Base Unit

FIGS. 12-14 illustrate a preferred but exemplary embodi-
ment of a sensor-equipped base unit 24 constructed in
accordance with the present invention that is an alarm
detecting or monitoring module 145 that can be located,
placed, mounted or otherwise disposed in an area desired to
be monitored remote from the master controller 22a-22¢
with base unit 24 configured to wirelessly link with con-
troller 22a-22¢ when base unit 24 has detected occurrence of
a sensor detection event. Base unit 24 monitors at least one
sensor 148 and preferably is capable of monitoring a plu-
rality of sensors 148 and/or 150 during operation. Upon
triggering of sensor 148 and/or 150 being monitored by base
unit 24, base unit 24 wirelessly links with controller 22a-22¢
communicating to controller 22a-22¢ occurrence of the
sensor detection event that triggered sensor 148 and/or 150.
If desired, base unit 24 can be equipped with a plurality of
pairs, i.e., at least three, of sensor 148, 150 and/or another
such sensor, e.g., same as or similar to sensor(s) 148 and/or
150, with such a base unit 24 configured in firmware and/or
software to monitor one sensor at a time, a plurality of
sensors at substantially the same time, or even a plurality of
pairs of sensors at substantially the same time. Including as
discussed in more detail below, suitable sensors for use with
or in base unit 24 as sensor 148 and/or sensor 150 include
a proximity sensor, a motion sensor, a vibration sensor, e.g.,
vibration switch, a magnetic field sensor, a light sensor, a
color sensor, e.g., color-change sensor, a radar sensor, an
electric field sensor, a capacitance sensor, a touch sensor, a
force sensor, a position sensor, an acceleration sensor, an
angle sensor, a tilt sensor, e.g., tilt ball switch or sensor, a
sound sensor, e.g., microphone, a noise sensor, a radiation
sensor, an ultrasonic sensor, a Doppler-effect sensor, a
temperature sensor, a shake sensor, a break-beam sensor, a
pressure sensor, e.g. barometric pressure sensor, a humidity
sensor, a rotary motion sensor, e.g. rotary encoder, a linear
motion sensor, e.g., linear encoder, a plurality of the same
aforementioned sensors, a plurality of any two or three
different aforementioned sensors, or a combination of one or
more of any of these sensors.

With continued reference to FIGS. 12-14, an exemplary
base unit 24 has an enclosure 168 (FIG. 12) of relatively
compact, lightweight, and weatherproof construction that
weather-tightly houses a base unit circuit board 170 (FIG.
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13) containing a base unit control circuit 172 (FIGS. 13-14)
that includes processor 174, preferably a microcontroller
176, wireless communication system 178, which includes a
transceiver 180, preferably radio 182, whose send and
receive operation can be coordinated by RX/TX switch 184,
connected to antenna 186. If desired, antenna 186 can be an
elongate generally [-shaped antenna wire 187 that extends
outwardly from circuit board 172, such as shown in FIGS.
12-13 that preferably is disposed within base unit enclosure
168. In a currently preferred base unit wireless communi-
cation system embodiment, antenna 186 preferably is a chip
antenna (not shown), e.g., ceramic chip antenna (not
shown), mounted to base unit circuit board 172. Base unit 24
includes (a) a pairing control 214, preferably a button-
activated pair initiating switch 216, e.g., normally-open
tactile switch, mounted to circuit board 170, manually
actuated by user when user desires to wirelessly pair base
unit 24 with controller 22a-22¢, and (b) an erase control 218,
preferably button-activated pairing erase switch 220, e.g.,
another normally-open tactile switch, mounted to board 170,
manually actuated by user in order to “un-pair” or break the
pairing between base unit 24 and controller 22a-22¢ there-
after enabling the “un-paired” base unit 24 to be paired with
a different controller 224-22¢.

As previously discussed, controller 22a-22¢ is configured
to enable a user-perceptible indication, e.g., remote sensor
detection event alarm, to be provided to user carrying, e.g.,
holding, controller 22a-22¢ when a base unit 24 has wire-
lessly communicated to controller 22a-22b occurrence of a
sensor detection event. If desired, base unit 24 can also be
configured in firmware and/or software to be able to provide
a user perceptible indication, e.g., local sensor detection
event alarm, perceptible to a person or animal in relatively
close proximity to base unit 24 upon triggering of sensor 148
and/or 150 being monitored by occurrence of such a sensor
detection event. Where configured to enable a local sensor
detection event alarm to be outputted by base unit 24, base
unit 24 preferably is further configured in firmware and/or
software to enable user to select or manually configure,
including via master controller 22a-22¢, whether or not base
unit 24 is to provide such a user-perceptible indication, e.g.,
local sensor detection event alarm, perceptible to a person or
animal in relatively close proximity to base unit 24, e.g.
local to base unit 24, upon occurrence of a sensor detection
event.

A primary function of base unit 24 is to monitor one or
both of a plurality of sensors 148 and/or 150 and transmit a
wireless sensor detection event message to controller 22a-
22c¢ to cause controller 22a-22¢ to output an alarm, e.g., a
remote sensor detection event alarm, to user carrying or
holding controller 22a-22¢ alerting user of occurrence of
sensor detection event. Base unit 24 preferably also (a) can
be configured or used as a standalone alarm that can be
configured to provide a user-perceptible alarm indication of
occurrence of a sensor detection event that is perceptible by
a user located in relatively close proximity to base unit 24,
and/or (b) can include or be a remotely triggered flashlight
that also is operable as a remotely viewable signal light
beacon that is remotely wirelessly triggered by user oper-
ating controller 22a-22c¢.

Base unit 24 can be and preferably also is of portable,
transportable, compact, lightweight, durable, and all-
weather construction producing a detecting or monitoring
module 145 capable of not only being used not only as a
standalone alarm module 147 of the present invention but
also capable of being used together with or in conjunction
with another device or apparatus including to preferably
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monitor operation and/or status of the device or apparatus.
Where base unit 24 is used to monitor operation and/or
status of another device or apparatus, base unit 24 preferably
does so using one or more of a plurality of sensors, e.g.
sensor(s) 148 and/or 150. Base unit 24, including its pro-
cessor 174, can be preconfigured, e.g., hardwired or pre-
programmed in firmware or software, for use as a single
specific type of alarm, detector or monitor, e.g., single
purpose alarm module, but preferably is configured, more
preferably user configurable, including via processor firm-
ware and/or software, for use in one of at least a plurality of
different types of alarm, detecting or monitoring applica-
tions by being configurable, preferably user configurable,
into one of a plurality of different types of alarms, detectors
or monitors, e.g., multipurpose alarm module.

Where base unit 24 is configured for use as a standalone
alarm, base unit 24 is configured in firmware and/or software
with at least one standalone alarm mode that enables a user
to manually select, set or otherwise manually configure at
least a plurality of standalone alarm mode operating param-
eters of base unit 24 being put into standalone alarm mode
operation. As part of standalone alarm mode configuration
of base unit 24, base unit 24 preferably is configured to
enable or even require user to set, select or manually
configure at least plurality of such standalone alarm mode
parameters before base unit can enter into standalone alarm
mode. In one preferred standalone alarm mode implemen-
tation, base unit 24 is configured to enable the base unit
wireless communication system to be turned off or put into
sleep mode continuously while base unit 24 is operating in
standalone alarm mode in order to maximize battery life. In
one such preferred standalone alarm mode implementation,
base unit 24 is configured to enable user to select whether
base unit wireless communication system is turned off or put
into sleep mode when base unit 24 is put into standalone
alarm mode operation. In another such preferred standalone
alarm mode implementation, base unit 24 is configured to
automatically turn off base unit wireless communication
system or put base unit wireless communication system into
sleep mode when base unit 24 is operating in standalone
alarm mode. When manually configuring base unit 24 for
standalone alarm mode operation, base unit 24 is configured
such that user can and preferably is required (a) to select
which one of at least a plurality of sensors, e.g. sensors 148
and/or 150, are to be monitored by base unit 24 during
standalone alarm mode operation, and/or (b) to select
whether a user-perceptible indication, e.g., local alarm, is
outputted by base unit 24 upon occurrence of a sensor
detection event where a selected sensor 148 and/or 150 is
triggered during operation of sensor 148 and/or 150 during
base unit standalone alarm mode operation. In order to
facilitate standalone alarm operation of base unit 24, base
unit 24 can be and preferably is constructed and arranged not
only to be physically portable but also to be capable of
releasable mounting or removable anchoring to or at a
desired monitoring site via a currently preferred base unit
and docking assembly of the present invention shown in
FIG. 15-18 and discussed in more detail below.

Such a multipurpose alarm, detector or monitor base unit
24 of the present invention, including its processor 174, is
configurable, preferably user configurable, including in
firmware and/or software to select which one or both of at
least a plurality of sensors 148 and/or 150 to monitor for
occurrence of a sensor detection event triggering each
monitored sensor(s) 148 and/or 150 and can be configurable,
preferably user configurable, to select between a plurality of
base unit alarm operating modes. Where equipped with a






